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1 Introduction

Secure distributed computation is an important techniques for designing secure protocols.
Roughly speaking, the aim of secure distributed computation is to design secure protocols
for the following scenario. We have n mutually distrusting parties Pi,---, P, and P;
has private input z;. The n parties wish to compute a fixed functionality F(x1,--- ,xy)
of their private inputs without revealing any information about their private inputs. A
typical example is a sealed-bid auction in which the input of each party is his bid and the
function F(xy,--- ,x,) is simply the MAX-functionality. A secure distributed protocol for
the MAX-functionality allows thus to compute the maximum bid in an auction without
having to reveal the other bids, which is a desirable privacy property. At the end of the
protocol each bidder is guaranteed that the outcome of the protocol is correct.

It is a classical result (called the Feasibility Theorem) that it is possible to evaluate
any efficiently computable function in a secure way. The research conducted in this WP
moves from two important drawbacks suffered by the classical constructions.

Practical construction for specific problems. Due to its generality, the protocols
obtained from the Feasibility Theorem are not practical although the running time of all
parties is polynomial. It is therefore an important research line to design practical proto-
cols for special cases of the general feasibility theorem of practical relevance. In the second
year we have considered important special cases that are of interest to global computing
and that are relevant to the research conducted in other SPs. Specifically, we looked
at protocols for securely outsourcing computation and digital time-stamping and we have
studied how techniques from secure distributed computation can be used for securing web
services and workflow. Moreover, global computers are often extended to allow commu-
nication with computationally weak devices (e.g., mobile and wireless devices). The need
thus arises to re-design the protocols to keep into account the computational limitations
of such devices.

Securely composing protocols. The security of the protocols obtained via the Feasi-
bility Theorem only hold if the protocol is executed in isolation or if a central authority
schedules protocol execution so to limit the concurrent execution of protocols. These as-
sumptions are not justified in a global computer where it is often the case that protocols
are executed concurrently, that a party is engaged in the execution of more than one pro-
tocol and no central authority is present. It is therefore an important research problem
to design protocols that remain secure in global computers; that is, when each party may
be executing several instances of the same protocol concurrently. We have thus looked at
an important cryptographic primitive, the commitment, and given efficient constructions
for it that remain secure even in global scenaria. Moreover, we have investigated the no-
tion of hierarchical secret sharing that constitute a building block of protocols for secure
distributed computation.



2 Secure sharing of computational power

The advances in communication technology of the last decades have made it possible the
emergence of global-scale computer networks. Networks of such a large scale are cur-
rently used to share information for fast dissemination and efficient access. It has been
observed that most of the nodes in a global size network are idle most of the time and
it is very tempting to use the idle cycles of this huge computer to our advantage. The
typical scenario that we envision consists of a user that outsources its computation to the
network in order to harness the computational power that other nodes of the network
are willing to share. Several researchers have considered the challenging issues related to
load balancing and service discovery that naturally arise in this context and are object
of research in other AEOLUS SPs. In this WP, we concentrate on the security issues
related to the scenario outlined above and, more specifically, on the security issues relate
on outsourcing computation on private data. Sharing computation across the network has
been successfully achieved for several computation-intensive tasks like number-theoretic
computation [15] or search for signs of extraterrestrial intelligence [16]. We notice that in
both cases the input to the shared computation are public and security issues are trivial or
non-existing. In other applications in which the outsourced computation is to be carried
out on public data, most of the security issues are directly related to the problem of user
authentication: is the user entitled to use the network for his own computation? In our
work we have considered cases in which the input of the computation to be shared is to
be retained private. Specifically, we have addressed the case in which the computation
to be shared is the computation of the cryptographic data structure needed for a crypto-
graphic primitive (the Certified Information Access primitive) that has been studied by
AEOLUS researchers in the previous year [65] and has been the object of a (centralized)
implementation (see Deliverable D4.3.1 for Year I).

2.1 Certified Access to Information: Different Viewpoints

In a global scenario, it is often the case that one entity has to access information owned
by a different entity. This poses a number of security issues both from the database side
and the user side.

For example, the owner of a database may require that only authorized users have
access to the information or part of it. This is an instance of the well-known access
control problem. Once a user has been granted access to the database, one wants to make
sure that the user cannot infer additional knowledge by analyzing the answers to the issued
queries. In other words, authorized users can obtain the information they required, but
they cannot infer any other information from the received answers [108, 141]. On the other
hand, a user may require that the database does not gain any information about specific
content requested by a user [43,74,130,151,169]. This means that the database should
“blindly” answer all the queries from authorized users in a way that all the requested
information can be correctly reconstructed from the answers.



A slightly different approach is considered in the case of privacy-preserving data-mining
(PPDM). The primary task of data-mining is to develop models about aggregated data, for
example about the habits of the Internet users, about the loyal customers, etc. The main
question of privacy-preserving data-mining (PPDM) is: Can we develop accurate models
without access to precise information in individual data records? The latter question has
proven to be difficult to solve.

Several different approaches for the PPDM have been developed and the main two
of them are the randomization approach (based on the well-known statistical Random-
ized Response Technique) [73] and the cryptographic approach. Different randomization
methods have been proposed, and securing of several data-mining algorithms has been
undertaken.

The above problems mainly address the confidentiality of the information. In [140],
the authors deal with the problem of guaranteeing the consistency of the answer, sent by
the database to the user in response of a query, with the information actually contained in
the database. We assume the possibility that a database would be willing to give wrong
answer to queries issued by a user. In this setting, since the user does not know in advance
which is the actual information he will receive from the database, there would be no way

to distinguish between a correct answer from a random one.

2.2 Certified access to a database

In this WP we have considered a specific example of access to database. The Certi-
fied Information Access (CIA for short) is a cryptographic primitive introduced by [88]
that provides certified access to a database. Specifically, the database owner publishes
a snapshot of its current database, which we refer to as the Public Information, on a
trusted entity. Once the public information is available, any user may issue queries to the
database. The database owner gives the user the query result along with a short proof
that the result is consistent with the published snapshot. CIA is particularly suited for
slowly changing databases like the Domain Name System. In this case a query returns the
IP address associated to a name.

One trivial way of implementing CIA is to publish the whole content of the database
on a trusted server. A user can thus compare the received reply with the one contained
in the public copy of the database (or actually directly query the trusted server). This
solution is, of course, neither secure nor efficient. Since the database has to publish its
whole content, the confidentiality of the information therein contained is compromised.
Furthermore, since all the elements in the database need to be transmitted and stored, the
communication and space complexity of this solution is linear in the size of the database

For these reasons the public information should satisfy the following properties:

e Compactness: The size of the public information should be considerably smaller than
the size of the database.



e (Confidentiality: The public information should not reveal anything about the actual
content of the database.

e (Correctness: A correct answer to a query should be consistent with the public infor-
mation with probability one.

e Soundness: Any wrong answer to a query will be detected with high probability.

Currently, a way of implementing CIA primitives is by means of a recently introduced
cryptographic primitive, namely mercurial commitments introduced and studied in [65,
69, 133,140]. Unfortunately, the implementation of such primitive are computationally
intensive. On one hand, the generation of the public information is time consuming also
on current servers. On the other hand, although the verification procedure can be easily
executed on a PC in few seconds, it still requires much more time on mobile devices.

2.3 Our Algorithmic Solution

In [88] we present a distributed architecture for a CIA service. Here, the database owner
builds a tree-like cryptographic data structure representing the database. Each node in
the tree requires the computation of a few modular exponentiations. The system presented
in [88], by using “pre-computation” peers, securely distributes, for each node in the tree,
the computation of the modular exponentiations. The database owner is simply required
to locally combine partial results obtained by the peers. Pre-computation peers are only
required to pre-compute elements of the form ¢g" mod p where g and p are fixed elements
and r is randomly chosen by the peer.

Specifically, the computation associated with a node of the cryptographic data struc-
ture requires the computation of pairs (x, g* mod p) for randomly chosen z, where g is a
fixed generator of the underlying cyclic group Z,. We assume that several peers compute
pairs (r, ¢" mod p). Whenever a user needs to compute a pair (z, g* mod p) it queries two
peers and obtains (71, g™ mod p) from the first and (r2, g™ mod p) from the second. The
user then computes the pair (x,¢” mod p) as (z,¢” mod p) = (r1 + 72,9 - g" mod p).
In other words, we have outsourced the computation of a modular exponentiation at the
cost of one modular multiplication (and one modular addition). The outsourcing is secure
since neither of the two peers has any information about x. If a higher security level is
desired then the user might query more than one peer and combine the result by modular
multiplication.

We stress that even this simple scenario has an important security feature that makes
the outsourcing of computation non-trivial. Indeed in outsourcing the computation of the
pair (z, g* mod p) we have to make sure that nothing about x is leaked for otherwise the
cryptographic data structure being constructed loses its security properties. This is the
reason why we cannot simply split the computation among peers but we to do so in such
a way that the secrecy of x is guaranteed.



In [40] we continue on the same line of research and we present an efficient distributed
implementation of a CIA service that allows the database owner to completely outsource
the tree computation and not simply the construction of the nodes of the tree-like crypto-
graphic data structure. In the former solution the database owner securely distributes the
computation but she locally combines the partial results. In the presented solution the
entire database is sent to an external computation entity and the database owner simply
obtains tree representing the database. We have implemented a prototype that uses the
PUBWCL library [45] that is currently being integrated in the overlay computing platform
developed by AEOLUS.

Clearly, the information in the database need to be hidden before they are transferred.
Unfortunately, it is not possible to use “simple” (neither randomized nor deterministic)
encryption schemes. To this aim, we first present a new primitive, which we call Verifiable
Deterministic Envelope (or VDE for short), that allows the “encryption” of all the elements
in the database. The “encrypted” version of the database is then transferred to a web-
cluster that computes the tree associated to the database and sends it back to the database
owner. In this scenario, the database owner still needs to locally compute an “encryption”
of each element in the database but then the method presented in [88] can be used to
speed the computation.

As in [88] we describe a solution for static databases, i.e., databases in which the
content does not change. This is however without loss of generality as our main target
will be slowly-changing databases for which every time the database is updated a new
snapshot is published. For rapidly changing databases, one could use the construction of
[133] which is however not very practical.

We assume that there exists a trusted entity that does not collude with the entity
holding the database. The trusted party is only required to generate some of the public
parameters for the scheme and to store the database’s snapshot. Furthermore, the system
comprises a sufficient number of peers whose only role is to compute modular exponentia-
tions. We assume that such peers are honest, that is, they properly execute the protocols,
but a small fraction of them may be curious, in the sense that they may collude in order
to infer additional information from the messages they have exchanged.

In the next sections we give an overview of the technique used.

2.3.1 Verifiable Deterministic Envelopes

Our algorithmic solution is based on the concept of Verifiable Deterministic Envelope, or
VDE for short which is introduced in [40]. We will show how VDEs can be efficiently
constructed and how they can employed to outsource computation.

Informally speaking, a VDE is a deterministic privately computable and verifiable
function f. That is, the function is privately computable in the sense that, given z, it
is not possible to compute f(x) and nor it is possible, given y and z, to check whether
y = f(z). On the other hand the owner of f can compute y = f(z) and prove to another



party that the computation has been correctly carried out.

Definition 1 (Verifiable Deterministic Envelope) A Verifiable Deterministic Enve-
lope scheme (VDE for short) is a triple (EnvKeyGen, EnvelopeGen,EnvelopeOpen) of al-

gorithms, involving a sender S and a receiver R, described as follows:

e A randomized key generation algorithm EnvKeyGen executed by the sender. The
algorithm EnvelopeGen, on input a security parameter, k, generates a pair (pk, sk).
The value pk is made public while sk is kept secret by the sender.

e A deterministic envelope generation algorithm EnvelopeGen executed by the sender.
The algorithm EnvelopeGen, on input a string x, and the pair (pk, sk) computes a
VDE for x. In order to simplify the notation, we will denote by EnvelopeGen(z)
the VDE computed as EnvelopeGen(zx, (pk, sk)).

e An interactive opening protocol EnvelopeOpen executed by both the sender and the
recetwer. The protocol is started by the receiver who provides a string x. At the end of
the protocol, the receiver is able to compute the (correct) value for EnvelopeGen(z).

The following is a security definition for VDE:

Definition 2 A VDE scheme (EnvKeyGen, EnvelopeGen, EnvelopeOpen) is OW -secure if
the following holds:

a. For any x, given pk and sk, the sender can compute EnvelopeGen(x) in polynomial
time.

b. For any x, given pk, the receiver R by executing the Opening protocol EnvelopeOpen
can compute in polynomial time the (correct) value y = EnvelopeGen(x).

c. For any x, given pk, there exists no polynomial time algorithm that computes y =
EnvelopeGen(z) with non-negligible probability.

d. For any VDE y = EnvelopeGen(z), given pk, there exists no polynomial time algo-
rithm that computes x with non-negligible probability.

A practical construction. We next describe a practical instantiation of the VDE prim-
itives based on the RSA cryptosystem.
The different phases of the VDE are implemented as follows:

e EnvKeyGen(-): The algorithm EnvKeyGen outputs the pair ((ng, eg,dg), (ns,es,ds)),
where

— ng < Ng;

— (ng,ep,dg) are the parameters for the RSA encryption scheme;



— (ng,es,dg) are the parameters for the RSA signature scheme;

— The parameters pk = ((ng,eg), (ng, es)) are published while sk = (dg,dg) is
kept secret.

e EnvelopeGen(z, (pk, sk)): Given a value z, the sender computes e = E(Sig(x,ds),er) =
(z% mod ng)®?” mod ng. The value e is sent to the receiver.

e EnvelopeOpen: Let z be a key. The Opening protocol works as follows:

— The Receiver R sends x to the S.
— The Sender S computes g = Sig(x, d;) = % mod ng and sends g to R.

— The receiver checks whether g°s = x mod ng and computes EnvelopeGen(z, (pk, sk)) =
g°F mod ng.

Using VDE to outsource computation. An implicit assumption is that the DB
Owner uses a deterministic algorithm to associate the elements in the database to the
leaves of the tree, e.g., the value v = D(z) is associated to the leaf identified by the binary
representation of the key x. Such a deterministic approach allows the user to verify that
the received proof corresponds to a specific path that, in turn, corresponds to the queried
key. Notice that the above argument does not rule out the possibility of (pseudo-)randomly
assigning keys to tree leaves. However, if the DB Owner uses a randomized strategy for
such assignment, for each key in the database, there should exists a “certified” way of
binding the key along with the randomness used to create the path in the tree.

Thus, a deterministic placement of database elements to tree leaves guarantees the se-
curity of the CIA service. On the other hand, if the DB Owner is willing to outsource the
tree construction, the problem of confidentiality of information contained in the database
has to be taken into account. Notice, however, that there exist two conflicting require-
ments. On one hand, the DB Owner needs to hide the information contained in the
database from the entity that constructs the tree. Specifically, it should not be possible
to check whether there exists in the database some value associated to a specific key. On
the other hand, the USER should be able to verify that the answer received for a given
query actually corresponds to the submitted key.

A first solution could be to (deterministically) encrypt the keys of the elements in the
database (along with the values associated to them). If the DB Owner uses a symmetric
key encryption scheme, she can securely hide all the information from the computing
entity. Unfortunately, after the tree has been constructed, she need to publish the key
used to encrypt the keys in order to allow the users to properly verify the answers.

A second possible approach could be to encrypt each key in the database using a
public key encryption scheme. In this case, the leaf associated to the key is identified by
the binary representation of the encryption of the key itself. This approach allows the
USER to compute by herself the “permuted” value of the key. Unfortunately the entity



that computes the tree can execute the same operation herself by obtaining information
on the existence of some specific key in the database.

Another possible solution could be to place each element in the database in the leaf
identified by the (binary representation of the deterministically computed) signature of
the key. Notice that also this solution does not prevent the computing entity to check
whether or not some key belongs to the database by simply “verifying” if there exists a
valid signature for the key under consideration.

For the above reasons, we need a way of deterministically permuting the keys in the
database in a way that the computing entity will not be able (a) to compute the key
given its permuted value and (b) to compute the permuted value of any key of its choice.
Furthermore, the user, by interacting with the DB Owner, should be able (a) to compute
the permuted value associated to a given key and (b) to verify that the computed value is
the one used by the DB Owner during the tree construction phase.

As stated in the previous section, such properties can be achieved by using a VDE
scheme for permuting the elements in the database. Given such a permutation, the user
can, by interacting with the DB Owner, compute the value associated to each key. On the
other hand, the computing entity, given the “permuted” database, cannot tell whether or
not a key is therein contained without interacting with the DB Owner.

2.3.2 Performance evaluation

In this section we briefly discuss the performance obtained by a prototype implementa-
tion of our protocol for securely outsourcing the computation of the cryptographic data
structure associated with the CIA protocol. Figure 1 show the running time of the local
computation as function of the size od the database both when the computation is out-
sourced and when it is carried out locally. As we can see even for modest sized database
(10000 elements) the running time of the local implementation is about 3 hours. In con-
trast the running time of the outsourced computation is so little that it does not even
show on the graph. If we turn out attention to Figure 2, we see that the running time
for 10000 elements is about 6 minutes. We can thus conclude that our experiments show
that it is possible to harness the power of a global computer without having to sacrifice
security.
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3 Time stamping

Time-stamping is used to determine which of certain two bit-strings existed earlier. Here
the existence of a bit-string really means that it had entered the knowledge set of some
party who had a vested interest in showing that it is as old as possible. The existence of
bit-strings typically denotes that some event has occurred, and the most common usage
of time-stamps is to find out whether signing some message occurred before or after the
invalidation of (the certificate of) the signature key. Both of these events produce a bit-
string — the signature and the revocation notice (signed by the certification authority
or somebody delegated by it). The recipient of the signature (a party that obtains some
rights as the consequence of signing the message) tries to show the earliest possible creation
time for the signature, while the signer wants to show the earliest possible time for the
eventual compromise of the signing key. Used in such form, time-stamps are essential
in ensuring the non-repudiation of digital signatures. Besides non-repudiation, there are
other possible applications for time-stamps, e.g. in bidding, where a bid is valid if and
only if it has been received before a preset time.

We will give an overview of the classical approaches for time-stamping and continue
with our work on universally composable time-stamping.

3.1 Classical results

A nailve way to time-stamp bit-strings is to introduce a trusted third party — the Time-
Stamping Server (TSS) — that the other parties query with the bit-strings for which they
want to obtain time-stamps. In response to a query z, the TSS appends the current date
and time t to x, signs (x,t) and returns the result. A time-stamp is deemed valid if it
contains a valid signature of the TSS. Two time-stamps are compared by comparing the
times included in them.

The naive scheme has two distinct shortcomings. First, it includes a trusted party.
There are no system-internal means to check that the TSS is behaving according to the
specification. In particular, nothing prevents it back-dating the documents — including a
time in a time-stamp that is earlier than the current time. Second, a time-stamp is valid
only if it contains a valid signature. A signature is valid only if the corresponding key
has not been revoked. The revocation of signature keys is considered to be common a
occurrence. Indeed, time-stamps themselves were introduced to cope with this.

The naive scheme augments the bit-strings with absolute time (if the TSS is honest)
— each time-stamp can be pin-pointed at the axis of time. In relative time-stamping, one
can only compare two time-stamps but cannot find the absolute time of their creation.
All known time-stamping schemes that do no require trusted parties only provide relative
time-stamps. The TSS is still a part of the system, but only to facilitate the communication
between parties, not to make authoritative statements. The first scheme without trusted
third parties was proposed by Haber and Stornetta [115]. In this scheme, as well as in
all subsequent schemes, the security against back-dating is achieved by linking the time-
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stamps together — by letting each time-stamp contain the cryptographic digest of the
previous time-stamp. If the digests of time-stamped documents are X1, Xo, ..., then the
time-stamp for the n-th document X, is L,, = H(X,,, L,,—1). To compare two time-stamps,
L, and L, where m < n, the linking information (X,+1,...,Xy) has to be retrieved and
the equality

L,=H(X,, HX,-1,... HXpmt1,Lm) )

has to be verified.

Note that during a verification the same amount of work has to be done as the TSS
did between issuing the time-stamps L,, and L,. By directly linking each time-stamp not
only with a previous, but also with some earlier time-stamp the number of hash function
invocations can be reduced to O(logn) [54].

Where can the linking information be retrieved from? One obvious source is the TSS
(who has to maintain an archive in this case) but it becomes a single point of failure in this
case. Publishing the database of X-s ensures that everybody has access to it, but it may
be prohibitively expensive. It turns out that time-stamping may be done in rounds (whose
lengths may be in order of hours or days) and a digest of the database of X-s may be
published only at the end of each round. With each time-stamp L,, published in the r-th
round, we store linking information from the digest R,_; of the (r —1)-st round to L,, and
from L, to R,.. Given two time-stamps from different rounds, we may immediately make
sure which one is earlier. Given two time-stamps from the same round, the accompanying
linking information will allow us to reconstruct the linking information from one of them
to the other [54].

3.2 Universally Composable Time-stamping

Time-stamping is an important data integrity protection mechanism the main objective
of which is to prove that electronic records existed at a certain time. On the one hand,
the scope of applications of time-stamping is very large and the combined risks related to
time stamps are potentially unbounded. Hence, the standard of security for time-stamping
schemes must be very high. On the other hand, time-stamping is seldom considered as a
stand-alone service and therefore it is important to study the security of time-stamping
schemes in composition with other protocols and primitives. The Universal Composability
(UC) framework provides a suitable apparatus for such an approach to security.

Several constructions of time-stamping schemes have been proposed [33, 54, 115, 116],
based on collision-resistant hash functions, but only few analytical arguments confirm the
security of these schemes. Two early attempts to sketch a security proof [33,116] were
recently shown to be flawed [59] and a new security proof was presented [59] under the
assumption that every time stamp has a pre-determined ”shape” so that two different
time stamps with the same shape will always produce a collision for the underlying hash
function. The security proof used an assumption that the number N of different ”shapes”
is polynomially bounded and the efficiency of the reduction explicitly depends on N. It was
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shown that every adversary A for a time-stamping scheme with running time 7 and with
success probability & can be transformed to a collision-finder with running time 7/ ~ 27
and with success probability &’ ~ % Such proofs are not completely satisfactory for two

main reasons:

e For obtaining two stamps with the same shape the collision-finder has to rewind A,
which means that such proofs cannot be adapted to the standard UC-framework.

e The security guarantees provided by such proofs are low because the reduction is
quadratic and because the efficiency &’ of the collisions finder is divided by N, which
may be very large in global-scale time-stamping solutions.

In the framework of the AEOLUS project we obtained the following results:

e By slightly modifying the commonly used hash tree structure and by explicitly in-
cluding a trusted auditing functionality into the security model [55, 56] we obtained
a universally composable time-stamping scheme. The security reduction for this

T o T
L =

scheme is almost exact: 7 Z. This is much better compared to g—,/ ~ 2N 5 which

was achieved in [59].

e We studied the influence of collision-finding attacks on the security of time-stamping
schemes [57]. We derived necessary and sufficient conditions for client-side hash
functions (used to shorten the documents at the client side) and showed that nei-
ther collision-resistance nor 2nd preimage resistance is necessary for secure time-
stamping. Moreover, we show that server side hash functions (used for establishing
one way causal relations between time stamps) can even be not one-way. However
this is only true if the hash functions are viewed as black boxes. We also took a more
detailed look at the structure of practical hash functions by studying the Merkle-
Damgard (MD) hash functions and showed that attacks, which are able to find
collisions for MD hash functions with respect to randomly chosen initial states, also
violate the necessary security conditions for client-side hash functions. As a prac-
tical consequence, MD5, SHA-0, and RIPEMD are no more recommended to use
as client-side hash functions in time-stamping. However, there is still no evidence

against using MD5 (or even MD4) as server-side hash functions.

3.3 Our Algorithmic Solutions

In [58] we prove in a non-black-box way that every bounded list and set commitment
scheme is knowledge-binding. This is a new and rather strong security condition, which
makes the security definitions for time-stamping much more natural compared to the previ-
ous definitions, which assume unpredictability of adversaries. As a direct consequence, list
and set commitment schemes with partial opening property are sufficient for secure time-
stamping if the number of elements has an explicit upper bound N. On the other hand,
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white-box reductions are in a sense strictly weaker than black-box reductions. There-
fore, we also extend and generalize the previously known reductions. The corresponding
new reductions are ©(v/N) times more efficient, which is important for global-scale time-
stamping schemes where NN is very large.

Commitment schemes are basic building blocks in numerous cryptographic protocols.
The most important properties of commitment schemes are binding and hiding. A com-
mitment is hiding if it reveals no information about the committed message and binding if
it is impossible to change the committed message afterwards without detection. First such
schemes for committing a single bit were proposed by Blum [36] and by Brassard et al [46]
and were proven secure under the hardness of factoring assumption. Later works have
significantly improved their efficiency and weakened the underlying complexity theoretic
assumptions, see [82,118] for further references. Here, we study the so called partially
releasable commitments, in which one can compute a commitment (also called digest) for
a list X = (z1,...,2y) of bit-strings, so that it is possible to partially open the com-
mitment for every z; € X without disclosing the other elements of X. For opening z; it
is sufficient to present a decommitment string s; (also called certificate). Achieving the
hiding property is somewhat trivial, as one can always add another layer of commitments.
Hence, our main emphasis is on the binding property. List commitments [26, 34, 147] that
are only binding are known as one-way accumulators.

In particular, we analyze the security of a time-stamping protocol, where clients send
their requests 1, . . ., zy to a Time-Stamping Server (TSS) who computes the commitment
¢ and sends the corresponding certificates s1, ..., sy back to the clients. If ¢ is published in
an authentic way then everybody can verify that x; was generated before ¢ was published.
This principle is used in practical time-stamping schemes [116] where ¢ is computed as
the root of a hash tree. List commitment schemes were believed to be exactly what one
needs for such kind of time-stamping. However, Buldas et al. [59] pointed out a flaw in
the security proof of [116]. By giving a carefully crafted oracle separation they showed
that pure collision-resistance is insufficient to prove that the hash tree time-stamping
schemes [116] are secure. In other words, either there are collision-resistant functions that
are still insecure for time-stamping, or the security of time-stamping schemes follows from
currently unknown complexity-theoretic results. The key point of this paradoxical result
is that the number of committed elements is potentially unbounded. We prove that all
list and set commitments, where the cardinality of X has an explicit bound |X| < N,
are suitable for time-stamping. The proof is given in the exact security framework and
is ©(V/N) times more efficient than the previous reduction [59]. This improvement is
especially valuable for global-scale time-stamping schemes in which NV is very large.

We also show that all binding bounded list and set commitments are knowledge-binding.
This is a new and extremely strong security requirement inspired from the security of time-
stamping schemes. Its strength is comparable to the plaintext awareness property, which
is defined for public key encryption. The knowledge-binding property is also much more
intuitive requirement for time-stamping schemes than the previous ones [57, 59], which use
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unpredictable probability distributions to model the stream of “new documents” sent to
a TSS. Roughly, the knowledge-binding property states that for every efficient TSS, it is
possible (by observing the commitment procedure) to efficiently extract the list X of all
documents that can be opened by the TSS in the future. The dedicated extractor must
know only the internal coin tosses of TSS and some public parameters. Consequently,
even if the TSS is malicious, it must know the whole list X before the corresponding
commitment is published. This allows to prove the security in the classical ideal vs real
world comparison framework [110, pp.622-631,697-700].

Moreover, the notion of knowledge-binding commitments can be useful in other crypto-
graphic protocols, because the ability to open a commitment does not change in time and
we may skip the proofs of knowledge in the commitment phase. On the other hand, the
corresponding security proofs are not black box. This means that once we have an efficient
adversary A that breaks the knowledge-binding condition we know that there exists an ef-
ficient adversary A’ that breaks the binding property of the corresponding commitment
scheme. However, we may have no efficient ways to construct A’. Therefore, in reality
the knowledge-binding property can be violated but the commitment scheme may still be
practically binding—the efficient breaking procedure exists but is not known. Black-box
security proofs in turn give an efficient procedure for constructing A’ from A. In this
sense, the black-box security proofs give substantially stronger security guarantees for
a fixed hash function (e.g. SHA-1) than the non black-box ones. So finding black box
proofs for security properties equivalent to knowledge extraction is still an important open
question.

In [53] we prove that there are no black-box reductions from Collision-Free Hash Func-
tions to secure time-stamping schemes, which means that in principle secure time-stamping
schemes may exist even if there exist no collision-resistant hash functions. We show that
there is an oracle relative to which there exist secure time-stamping schemes but no hash
function is collision-free. The oracle we use is not new — a similar idea was already used
by Simon in 1998 to show that collision-free hash functions cannot be constructed from
one-way permutations in a black-box way. Our oracle contains a random hash function
family f and a universal collision-finder A. We show that hash-tree time-stamping schemes
that use f as a hash function remain secure even in the presence of A. From more practi-
cal view, our result is an implicit confirmation that collision-finding attacks against hash
functions will tell us quite little about the security of hash-tree time-stamping schemes
and that we need more dedicated research about back-dating attacks against practical
hash functions.

Cryptographic hash functions transform a message X of an arbitrary length into a
digest h(X) of a fixed length. They have several applications, such as electronic signatures,
fast Message Authentication Codes (MACs), secure registries, time-stamping schemes, etc.
Though the range of hash function applications is growing rapidly, not much is known
either about suitable design criteria or about how to formalize the security conditions for
hash functions demanded by applications.
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Security proofs of applications often assume the collision-freedom of hash functions and
this gives an impression as if such a strong security requirement was necessary. Recent
success in finding collisions for practical hash functions (MD4,MD5, RIPEMD, SHA-0)
by Wang et al. [175,177,178] and later improvements [163,176] forced us to revisit the
security proofs in order to clarify for which practical implementations the collisions are a
real threat.

This paper focuses on one particular application of cryptographic hash functions —
time-stamping. For a long time it was believed that collision-freedom is a necessary and
sufficient condition for the security of hash-tree based time-stamping schemes. In 2004,
it was shown by Buldas and Saarepera [59] that collision-freedom is probably insufficient
to prove that unbounded hash-tree time-stamping schemes [28,116] (without explicit re-
strictions to the length of hash-chains) are secure. Buldas and Laur [57] then showed
that collision-freeness (and even one-wayness) is also unnecessary—once there are hash
functions that are secure for time-stamping, then there also exist hash functions which
are secure for time-stamping but are not even one-way (and hence, not collision-resistant).
This result shows that breaking a particular hash function in terms of collisions (even if
they are meaningful textual documents) does not necessarily mean that this particular
hash function is insecure for time-stamping.

In this paper we go even further. We show that collision-free hash functions cannot be
constructed from secure time-stamping schemes in a black-box way. This means that even
if one finds a universal collision-finder that ”breaks” all known hash functions, there may
still exist hash functions that remain secure for time-stamping. We show that there is an
oracle relative to which there exist secure time-stamping schemes but no hash function is
collision-free. The oracle we use is not new — a similar construction was already used
by Simon [168] to show that collision-free hash functions cannot be constructed from one-
way permutations in a black-box way. Our oracle contains a random hash function family
f:{0,1}%* — {0,1}* and a universal collision-finder A. To prove the main result of this
paper we will show that hash-tree time-stamping schemes with the random hash function
f remain secure in the presence of the universal collision-finding oracle A.

From the practical point of view, our result is another confirmation that collision-
finding attacks against hash functions will tell us quite little about the security of time-
stamping schemes that use these ”broken” hash functions. Therefore, to study the security
of hash-based time-stamping schemes, it is insufficient to study the feasibility of collision-
finding attacks. Instead, we need dedicated research on practical back-dating attacks. To
our knowledge, there is only one work published on this issue [125].
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4 Security Challenges in Wireless Networks

In this section we describe our contributions for the the extensions of global computer
to wireless users. Our work has mainly concentrated on security issues in wireless sensor

networks (see [159] for a complete overview).

4.1 Group Key Management in Wireless Sensor Networks

Wireless Sensor Networks are considered as very large systems comprised of small sized,
low-power, low-cost sensor devices that collect detailed information about the physical
environment. Each device has one or more sensors (e.g. light, heat, movement, chemical
presence, etc.), embedded processors and low-power radios, and is normally battery oper-
ated. Examining each such single device individually, might appear to have small utility.
The realization of Sensor networks however, lies in using and coordinating a vast number
of such devices and allows the implementation of very large sensing tasks. The system is
deployed in areas of interest (ranging from homes to inaccessible terrains, disaster places,
etc.) making them smart spaces where fine grained monitoring services and applications
can be provided [17].

The unique characteristics of this regime give rise to very different design trade-offs
than current general-purpose systems. The realization of such efficient, robust and secure
ad-hoc networking environments is a challenging algorithmic, systems and technological
task. Large numbers of such tiny and resource-constrained devices should self-organize
into an ad-hoc network under highly dynamic ambient conditions, carrying out computa-
tions locally and engaging into a collaborative computing and communication effort. The
required solutions differ significantly, not only with respect to classic distributed comput-
ing but also with respect to ad-hoc networking. To further emphasize on the difference
consider that in sensor networks (i) the number of interacting devices is extremely large
and dense compared to that in a typical ad-hoc network, (ii) the resources of each node are
very limited, (iii) there is no fixed infrastructure, (iv) the network topology is unknown
before deployment and (v) there is a high risk of physical attacks in unprotected sensor
nodes.

Such systems should at least guarantee the confidentiality and integrity of the infor-
mation reported to the controlling authorities regarding the realization of environmental
events. Therefore, key distribution is critical for the protection in wireless sensor networks
and the prevention of adversaries from attacking the network. However, key management
and establishment can be a difficult task in such networks and may waste the limited
energy resources of the devices. The constraints of sensor node hardware influence the
type of security mechanisms and protocols that can be hosted on a sensor node platform.
Moreover, the ad hoc networking topology makes it susceptible to link attacks ranging
from passive eavesdropping to active interference. Therefore, the choice of a key estab-
lishment protocol for the creation of a shared, secret key must be done very carefully and
should exhibit the following critical properties: (i) availability, in the sense that any sensor
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node or service of the whole wireless network must be available whenever required, (ii) key
authentication, assuring only intended nodes can access a key, (iii) integrity, ensuring that
there is no unauthorized data modification and (iv) confidentiality, by providing security
measures in order to avoid eavesdropping. Furthermore, some additional requirements are
needed for the evaluation of key distribution in wireless sensor networks: (a) scalability,
in the sense that they should operate efficiently in extremely large networks composed
of huge numbers of nodes, (b) efficiency with respect to both energy and time and (c)
fault-tolerance as sensor devices are prone to several types of faults and unavailabilities,
and may become inoperative (permanently or temporarily). In this sense, group key es-
tablishment is potentially more suitable than pairwise key establishment as sensors do not
waste energy every time they wish to communicate with another device by establishing a
new shared secret key.

4.2 Key Management in Ad-Hoc Networks

Secure key management is considered a critical and complex issue in the research arena of
mobile ad hoc networks. Due to the fact that ad hoc networks are dynamic in topology
and functions like routing, mobility management etc. are performed by the nodes in a
self-organized manner, a secure communication infrastructure needs to be established for
a key management protocol. During the years a number of protocols for managing keys
in ad hoc network have been proposed, which can be classified in key distribution, key
agreement and key pre-distribution protocols.

Key Distribution. In this type of protocols, an authority creates or otherwise obtains
secret values and securely distributes them to other nodes. The preliminary type of key
management protocol using key distribution is Kerberos, where nodes solely rely on a
trusted third party called a key distribution center (KDC), who has to be always online.
The problem with ad hoc networks is that there is no fixed infrastructure and nodes can
leave or join the network at any time. So, existence of an always available node is very
difficult (if not impossible). Furthermore these protocols depend on a centralized entity,
which can be hazardous in case of single point of failure. One way to solve this problem
is to distribute the service to a certain number of nodes, so that it does not depend on a
single entity. Some proposals of key management in ad hoc networking using this technique
use a fully distributed certification authority [182] or a partially distributed certification
authority [135].

Key Agreement. Another type of protocols is contributory key-agreement protocols,
where each node contributes an input to establish a secret by doing successive pair wise
message exchange. Key agreement protocols do not require the existence of a trusted third
party and are fully distributed and self-organized. The dynamic nature of ad hoc networks
makes it difficult for key agreement protocols. All the nodes must have to be online during
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the time of establishing a secret key. Failure of any node during key establishment process
may force the process to begin from scratch. Some proposals using this technique are
[21, 120].

Key Predistribution Schemes. In a key pre-distribution scheme (KPS), some secret
key information is distributed to all nodes during the network set up phase. A major
problem in this approach is to determine the network structure, since in each KPS the
nodes must know their neighborhood before deployment, e.g. pairwise keys can be estab-
lished between these nodes (and only these nodes). Unfortunately in real deployments it
is difficult to determine such kind of information. One methodology to solve the above
problem is to consider a key pre-distribution scheme in which each sensor node receives
a random subset of keys from a large key pool before deployment. To agree on a key for
communication, two nodes find a common key (if any) within their subsets and use it as
shared secret key. Now, the existence of a shared key between a particular pair of nodes
can not be ensured but is instead probabilistically guaranteed (this probability can be
tuned by adjusting the parameters of the scheme).

A number of key pre-distribution schemes to solve the above mentioned problem are
proposed, some of those can be found in [67,94, 165].

4.3 Group Key Establishment Protocols in WSN

Most group key establishment protocols are based on generalizations of Diffie-Hellman key
exchange protocol [91]. The first attempt for the construction of such protocols was made
by Ingemarsson, Tang and Wong [96] that arrange the participants in a logical ring via
a synchronous start up phase. The protocol completes in n — 1 rounds, where n is the
number of the participants.

Burmester and Desmedt presented in [60] a more efficient scheme which requires only
three rounds. However, the protocol’s disadvantage is that (i) every participant must
perform n + 1 exponentiations and (ii) communication is based on concurrent broadcasts
that lead to high number of collisions, a situation very common in wireless sensor networks
that affects performance [70]. Moreover, the authors do not provide a proof of security (in
the stronger sense of semantic security). Recently, Katz and Yung [124] proposed a more
general framework that provides a formal proof of security for this protocol. In Hypercube
protocol [30] the participants in the network are arranged in a logical hypercube. This
topology decreases the number of transmitted data and exponentiation operations, but
still the protocol is very demanding for use in sensor networks.

One of the most efficient protocols in the literature for group key management is the
third protocol GDH.3 of Steiner, Tsudik and Waidner presented in [170]. This protocol
requires serial execution of computations that makes it inefficient for highly dynamic
networks with large number of nodes. More precisely, this protocol may not be a good
choice for an dynamically evolving ad hoc environment since the last node in the protocols
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computation would have to know the whole structure of the network. A very efficient
protocol is also presented in [129]. In this recent work, a logical key tree structure is used
to improve the scalability of the key agreement protocol. Any device can calculate the
group key if it knows all the keys in its co path. This requirement makes the protocol
quite expensive in storage memory that is critical for sensor networks. For these reasons,
we believe that the simplicity and the limited memory requirements of GDH.3 protocol
make it more suitable and applicable in sensor networks.

Moreover, the recent papers of Bresson et al. [50-52] were the first to present a formal
model of security for group authenticated key exchange and the first to give rigorous proofs
of security for particular protocols.

A performance analysis of Group Key Establishment Protocols is presented in [19, 20]
which clearly shows the superiority of GDH.3 protocol in the number of transmitted data
and exponentiation operations required. They show that the number of messages and
exponentiations is linear to the number of the participants, while for all other protocols

are of order nlogn or n?.

The GDH.3 Protocol. GDH.3 protocol was presented in [170] together with GDH.1
and GDH.2 protocols. It is particularly suitable for environments which require the min-
imum computational effort from each group member. The protocol evolves in four stages
and here we will present its elliptic curve analog. Suppose that every member in the group
agreed on the use of the same elliptic curve parameters. The number of participants is n

and we will denote by M; the i-th participant.

1. In the first stage every group member M; generates a random secret value k;. The M;
participant selects a point P and sends to My the point ()1 = k1 P. Then Ms sends
to Ms the point Q2 = ki1koP and so on until the protocol reaches member M, 1.
Notice here that the protocol must pass only one time from every participant.

2. Group member M,,_1 computes the point (),,_1 = kiko...k,_1P and sends it to all
M;, with i € [1,n].

3. In the third stage every group member M;, i € [1,n — 1] computes a point G; =
k- 1Q,—1 and sends it to the last group member M,,.

4. M, calculates the values k,G; and send them to the corresponding members M.

After these stages, every group member M; can calculate the group key Q,, = k1ko ...k, P
by multiplying the value k, G; with its secret number k;. Despite its efficiency, the disad-
vantage of GDH.3 protocol is that it does not offer symmetric operation, because all the
participants in the protocol do not perform the same number of operations. If the number
of the participants is large, then the computational effort in member M,, can be devas-
tating for its energy. For this reason, we propose a new protocol which offers symmetric
operation and requires that all devices perform the same number of operations.
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4.4 Cryptographic Properties

There is a strong relationship between group membership events and group key manage-
ment protocols, since these protocols need to provide key adjustment techniques stemming
from membership changes. In a dynamic group the sensor group’s view changes frequently
since some members may want to join or leave the group so key establishment protocols
have to handle membership events in order to guarantee the following cryptographic prop-
erties.

Membership operations include the following events:

A Join Event occurs when a single member wants to join the existing group. The
group key is updated to include the new member and the all participants are informed
about the new key.

- A Leave Event occurs when a member wishes to leave the group, or is forced to leave
it. The group key must be properly modified so that the departing participant can no
longer use the old group key in order to encrypt/decrypt the group’s communications.

- A Group Merge Event occurs when multiple potential members want to join an
existing group. The keys of the two groups are merged so that all participates can

communicate with each other using a common shared key.

- A Group Partition Event occurs when multiple members leave the group with or
without forming their own subgroup. A new key must be established for each par-
titioned subgroup to guarantee secrecy.

Certainly, the easiest way to handle each group membership event is to re-execute the
group key establishment protocol. However, in wireless sensor networks, the computation
and communication overhead imposed every time the protocol is re-executed may severely
exhaust the battery resources of the devices. Therefore, it is critical for each protocol to
find incremental solutions that build upon the existing key that minimize modifications
(in order to handle each membership event) and thus minimize the total energy spent
(due to the extra computations and message exchanges). Group key management mainly
includes activities for the establishment and the maintenance of a group key. Secure group
communication requires scalable and efficient group membership with appropriate access
control measures to protect data and to cope with potential compromises.

A secret key for data encryption must be distributed with a secure and efficient way
to all members of the group. Another important requirement of group key management
protocols is key freshness. A key is fresh if it can be guaranteed to be new. Moreover, the
shared group key must be known only to the members of the group. Four important cryp-
tographic properties must be encountered in group key agreement [129,132]. Assume that
a group key is changed m times and the sequence of successive keys is K={Kj,..., Ky}
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1. Computational group key secrecy: It guarantees that it is computational infeasible
for any passive adversary to discover any group key K; € K for all 7.

2. Decisional group key secrecy: It ensures that there is no information leakage other
that public blinded key information.

3. Key independence: It guarantees that a passive adversary who knows a proper subset
of group keys can not discover any other of the remaining keys. Key independence
can be decomposed into forward secrecy and backward secrecy. Forward secrecy
guarantees that a passive adversary who knows a contiguous subset of old group
keys cannot discover any subsequent group key. Backward secrecy guarantees that
a passive adversary who knows a contiguous subset of group keys cannot discover
preceding group key.

4.5 Secure Data Aggregation

Sensor networks provide a powerful solution to many monitoring problems. Nodes in the
network may cooperatively monitor physical or environmental conditions, such as tem-
perature, sound, vibration, pressure, motion, pollution [162]. However, due to limited
resources and short battery life, operations on sensor nodes must be very carefully de-
signed. Moreover, sensors’ deployment is not always under direct control and sensors are
often under the risk of physical attacks that can affect their security.

One of sensors’ main tasks is to monitor data and provide it to a querier. Since data
transmission is the very energy-consuming operation for sensor nodes, one should mini-
mize the amount of transmitted data. For this purpose, aggregation techniques have been
introduced in order to maximize battery lifetime. However, data aggregation requires that
every node in the network is trusted. To address this problem, solutions have been pro-
posed, as in [174] and [68], to provide integrity for data aggregation in sensor networks.
Recently, it has been proposed a solution in [160], that make use of cryptographic hash
functions and commitments to provide nodes the possibility of verifying that their mea-
surements have been correctly computed in the aggregation process. However, in all these
works nodes are able to gain information from data received during the aggregation, thus
violating the privacy of data.

Several works instead have focused on ensuring privacy protection while performing
aggregation operations. In [119] a solution was proposed to aggregate MACs in order to
detect non-authorized inputs; while in [179], the problem of aggregating encrypted data
was partially explored. A scheme for aggregation of encrypted data in sensor networks
was proposed in [64]. Such a scheme is based on additively homomorphic probabilistic
encryption schemes.
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4.6 Owur Algorithmic Solutions.
4.6.1 Key Management

In [71,72], we propose two new distributed group key management protocols suitable for
such energy constrained networks. The first protocol resembles GDH.3 in its first stage
but instead of requiring direct communication among the participants of the network, it
relies on short-range hop-by-hop propagation. To do this we employ a larger number of
public key encryption and decryption operations per sensor node. The extra computations
are simple for the devices to implement and are evenly distributed across the participants
of the network, leading to fewer number of message exchanges. Moreover, our group key
management protocol handles membership events like join or leave in order to provide
forward and backward secrecy.

Secondly, in contrast to all previously mentioned methods, we present another group
key establishment protocol that totally avoids constructing and maintaining a distributed
structure that reflects the topology of the network, does not require any strong communi-
cation primitive and relies only on simple short-range hop-by-hop message exchanges. Our
protocol is particularly suitable for dense ad-hoc networks where the topology is subject
to frequent and unpredictable changes. We coordinate the devices in a distributed man-
ner using minimum communication overhead through the use of a mobile agent (software,
mobile code) that traverses the network. The protocol imposes minimum communication
overhead as the mobile agent is of small size (it fits in a single TinyOS packet). The mo-
bile agent moves randomly through the devices of the network and mo specific traversal
strategy (e.g. strictly sequential, in both directions) or global information (e.g. such as the
structure of the network) is required. This software agent (mobile code) is responsible for
constructing a common key among the participants of the group (by taking into account
the contribution of all members of the group) and for the delivery of the established key
to all participants.

We provide our basic design choices and explain how our agent-based protocol handles
membership events in order to provide forward and backward secrecy. We analyze the
performance of the protocol and also conduct a detailed comparative experimental study
using a simulation environment. The analysis indicates the correctness and time-efficiency
properties while the experimental study demonstrates the feasibility of implementing it
in real sensor network devices. Overall our protocol manages to evenly distribute the
energy dissipation among the sensor devices, leading to better energy balance. Our study
highlights the advantages and disadvantages of our approach given the available technology
and the corresponding efficiency (energy, time) criteria.

In our implementation we used the elliptic curve version of Diffie-Hellman problem [91].
The reason is that elliptic curve cryptosystems use much smaller keys than conventional,
discrete logarithm based cryptosystems (an 160-bit key in an elliptic curve cryptosystem
provides equivalent security with a 1024-bit key in a conventional cryptosystem). This fact
makes elliptic curves the only reasonable choice for sensor networks, where the resources
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are very limited. Moreover, recent research has shown that public key cryptography based
on elliptic curves is feasible to be used in sensor networks [104, 114, 138|.

We also conducted a comparative performance evaluation of our protocols with the
GDH.3 protocol [170] for various network topologies using both experiments and simula-
tion. The experimental study demonstrates the feasibility of implementing our protocols
in real sensor network devices while the simulation study highlights the advantages and
disadvantages of each approach given the available technology and the corresponding ef-
ficiency (energy, time) criteria. Overall our protocols manage to evenly distribute the
energy dissipation among the sensor devices, leading to better energy balance.

4.6.2 Key Pre-distribution

One problem that frequently arises is the establishment of a secure connection between
two network nodes. There are many key establishment protocols that are based on Trusted
Third Parties or public key cryptography which are in use today. However, in the case
of networks with frequently changing topology and size composed of nodes of limited
computation power, such as the ad-hoc and sensor networks, such an approach is difficult
to apply. One way of attacking this problem for such networks is to have the two nodes
share some piece of information that will, subsequently, enable them to transform this
information into a shared communication key. Having each pair of network nodes share
some piece of information is, often, achieved through appropriate key pre-distribution
schemes. These schemes work by equipping each network node with a set of candidate key
values, some of which shared with other network nodes possessing other keys sets. Later,
when two nodes meet, they can employ a suitable key establishment protocol in order to
locate shared values and used them for the creation of the communication key.

In our work we give a formal definition of collusion resistant key predistribution schemes
and then propose such a scheme based on probabilistically created set systems. The
resulting key sets are shown to have a number of desirable properties that ensure the
confidentiality of communication sessions against collusion attacks by other network nodes.
Here we present simple key set constructions that lead to key sets suitable for use in key
pre-distribution schemes in Mobile Ad-Hoc Networks (MANETSs). Our constructions are
based on simple conditions that are sufficient to give rise to collections of sets that have
two security properties: no intersection of key sets is contained in the union of a disjoint
set of key sets and the stronger property no intersection of key sets shares a key with
the union of a disjoint set of key sets. The former condition ensures that no key sets can
collectively contain the entire key set of another set of nodes while the latter condition
ensures that when a group of nodes need to communicate, other nodes cannot collectively
locate a key which is contained in all the key sets of the nodes. These conditions are
paramount to the safety of the cryptosystem used in that in the event that some nodes
become compromised and collude towards the discovery of key values of other nodes. In
addition, we present some set system constructions based on special polynomial classes
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(the Barrington, Beigel, and Rudich polynomials) as well as general polynomials. Our
aim is to link deterministic key pre-distribution with the theory of set family construction
methods showing that the mathematical properties possessed by the sets of such families
lead to key sets with the aforementioned desirable properties.

4.6.3 Secure Data Aggregation

In [85], we describe an efficient solution to provide both integrity and privacy protection
while performing aggregation operations (such as aggregated sum) in sensor networks. To
meet the first goal (data integrity), we refer to the scheme proposed in [68]. Such a scheme
is proved to be optimally secure in the data aggregation, i.e., an adversary cannot alter the
aggregation result by tampering with the aggregation process. In other words, a malicious
node cannot affect the computation other than directly injecting measured data. We cope
with the second requirement (privacy protection) by resorting a homomorphic encryption
scheme presented in [64].

Data integrity is guaranteed by the computation of a cryptographic commitment struc-
ture (based on a cryptographic hash function), which allows sensor nodes to verify that
their contributions have been correctly computed in the aggregation. An upper bound on
allowable data values, say 7, is introduced to restrict the range of accepted values, e.g.,
the sensed temperature cannot be higher than 50°C. Furthermore, this value is used to
calculate a complementary aggregate, say complement. When computing the aggregate
sum, the querier enforces the constraint that sum + complement = nr, where n is the
number of nodes in the network. Finally, each nodes maintains a progressive value, count,
to indicate the number of vertices in the subtree rooted at it. This value is also carried
along the aggregation.

The commitment is built by computing a cryptographic hash function over the con-
catenation of the count, the aggregated value, the aggregated complement, and all the
commitments received from the children. We assume that the hash function used to build
the commitment is collision-resistant, so that the adversary is computationally prevented
to modify any data after the final commitment values have reached the root. A com-
mitment tree is built following the aggregation tree. However, rather than mirroring the
aggregation tree, in [68] it is proposed a way to balance the commitment tree, by enforcing
the constraint of performing an aggregation only if it results in commitment tree that is
complete and binary. Therefore, the result structure is a commitment forest consisting of
complete binary commitment trees, whose height is at most log n. This technique allows
to reduce the congestion to O(Alog?n), where A is the maximum degree of any node in
the aggregation tree.

Moreover, we want to ensure the privacy protection of aggregated data. In other words,
an eavesdropper should not gain any additional information from the aggregation of data.
Moreover, internal nodes should be prevented to see values they receive from their children.
As previously discussed, we are interested in an efficient end-to-end privacy. To this aim,
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we use an additively homomorphic encryption scheme. Due to resource constraints, public-
key schemes are considered infeasible for sensor networks and we refer to the symmetric
scheme proposed in [64]. This scheme is proved to be perfectly secure.

We use a probabilistic encryption scheme, relying over a keystream k, generated by
using a stream cipher keyed with the node’s secret key (say s;) and a unique message
id. This s; is pre-computed and shared between the base station and the node i, while
the message unique id is included in the aggregation query. Therefore, the key k;, to be
used for encryption, is derived at run-time. In our implementation, we have used RC5 to
obtain the key k;, shared between the node ¢ and the base station. Actually, RC5 was
chosen since it was freely available within the TinySec library for TinyOS [122].

When the aggregation is completed, each node can verify that its value has been
correctly inserted in the aggregation. The verification is performed as follows. First of all,
the commitment values are disseminated to all the nodes. Then, nodes need to know the
label of all the siblings of each node on the path towards the root of the commitment tree.
These values are easily disseminated too, since commitment trees are binary and complete
(for more details and for the proof of correctness of such mechanism, see [68]). Once
nodes have the required inputs, they may re-compute labels and compare them against
disseminated labels. If any node ¢ fails in the verification, an alarm is raised, otherwise
it sends to the querier the authentication code M ACk,(OK | Na), where OK is a unique
message identifier, Na is a nonce which the base station disseminates when starting the
query, and K; the key shared with the querier. Authentication codes are sent over the
aggregation tree and XOR-ed along the paths. Therefore, the base station receives the
XOR of all the authentication codes. Since it knows all the used keys, it re-computes
and XOR-es the authentication codes. If the result matches the received value, the base
station is finally guaranteed of the integrity of the whole aggregation operation.

Aggregation performed within our scheme is ensured to be secure (in terms of integrity
check) and also secret (in terms of privacy protection). In fact, an internal node performing
aggregation is neither able to tamper nor to recover values of other nodes.

In order to evaluate the feasibility of our scheme, we set up a simulation environment
where we run some experiments. We considered the most diffused platform for sensor
nodes: mica/mica2 motes. Hence, we implemented our scheme within the TinyOs [4]
environment. To run our simulation, we used the Tossim simulator [3], which is a discrete-
events and highly reliable simulator for TinyOs applications. Tossim is able to execute
the same identical code which is to be run on real nodes. Moreover, it allows external
applications to connect through TCP sockets and monitor and act on the simulation. For
more details about Tossim, we refer to [131].

We ran our experiments over a network with 100 nodes, with random topology. An
aggregation sum was simulated by using our scheme. We first measured running times
and power consumption required for building the aggregation tree for each node. The
average running time was 184 ms while the average power consumption was around 233

mJ. Differences among nodes depend on network topology: leaf nodes perform a smaller
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quantity of operations and transmit less messages; while, internal nodes may have a differ-
ent number of children implying a greater number of operations and messages exchanged.
The second experiment was aimed to evaluate performances of the aggregation. The third
test evaluated the verification of aggregation correctness. This operation is the longest
one, since different values have to be propagated to allow nodes to verify that their value
was correctly computed. Such test shows an average running time of 259 ms and a battery
loss of 292 mJ. Notice that, though being a little heavier, this operation is performed only
once, at the end of the computation.

We also considered the cost of the encryption. To this aim, we compared our scheme
with the equivalent version without encryption management, i.e., all values are transmitted
as plaintext. We witnessed that the derivation of the keystream k, the run-time encryption
(consisting of a simple modular addition), and the final decryption performed by the
querier have a small impact which is not practically relevant both on the running time
and on the power consumption.

The above results show that our scheme is efficient enough to be used in real world
sensor applications that need to securely and privately aggregate data in sensor networks.
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5 Commitment

Commitment schemes are arguably among the most important and useful primitives in
Cryptography and Security. Intuitively a commitment scheme can be seen as the digital
equivalent of a sealed envelope. If a party A wants to commit to some message m she
just puts it into the sealed envelope, so that whenever A wants to reveal the message, she
opens the envelope. Clearly, such a mechanism can be useful only if it meets some basic
requirements. First of all the digital envelope should hide the message: no party other than
A should be able to learn m from the commitment (this is often referred in the literature
as the hiding property). Second, the digital envelope should be binding, meaning with this
that A can not change her mind about m, and by checking the opening of the commitment
one can verify that the obtained value is actually the one A had in mind originally (this
is often referred to as the binding property). These two properties make commitments
very useful in a wide range of cryptographic applications such as zero-knowledge protocols,
multi-party computation, digital auctions and electronic commerce.

A commitment scheme is a primitive to generate and open commitments. More pre-
cisely a commitment scheme is a two-phase protocol between two probabilistic polynomial
time algorithms sender and receiver. In a first stage (called the commitment phase)
sender commits to a message m using some appropriate function Com which takes as in-
put m and some auxiliary value r and produces as output a value c. The value c is sent to
receiver as a commitment on m. In the second stage (called the decommitment phase)
sender “convinces” receiver that c is actually a valid commitment on m (if receiver
is not convinced, it just outputs some special string). A commitment scheme with this
form is called non-interactive since both stages require only one message from sender
to receiver. The requirements that we make on a commitment scheme are the follow-
ing ones. First, if both sender and receiver behave honestly, then at the end of the
decommitment phase receiver is convinced that sender had committed to bit m with
probability 1. This is often referred to as the correctness requirement. Second a cheating
receiver can not guess m with respect to any other legal message m’ with probability
significantly better than 1/2. This is the so-called hiding property. Finally, a cheating
sender should be able to open a commitment (i.e., to decommit) with both m and m’ # m
only with very small (i.e., negligible) probability (this is the binding property). Each of the
last two properties (i.e., hiding and binding) can be satisfied unconditionally or relatively
to a computational assumption. In our context (i.e., where only two parties are involved)
this immediately implies that one can not hope to build a commitment scheme where
both the hiding and the binding properties hold unconditionally. Unconditionally binding
commitment schemes have been constructed under the sole assumption that one-way func-
tions exist [143] and in that construction an initial message of the receiver is required. It
is known how to construct non-interactive unconditionally binding commitment schemes
by using any one-to-one one-way function and in [24], the authors show how to construct

non-interactive commitments based on one-way functions and derandomization techniques.
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Constant-round unconditionally hiding commitment schemes have been constructed under
the assumption that collections of claw-free functions [111] or collision resistant hash func-
tions [118] exist. Recently in [117] it is shown how to construct unconditionally hiding
commitment schemes from any regular one-way function, but unfortunately, these schemes
are not constant round.

Since commitment schemes are very useful primitives they are often used as building
blocks to construct larger protocols. In this sense it is often the case that the two basic
requirements described above turn out to be insufficient. For this reason commitment
schemes with additional properties have been proposed. Here we highlight on some of
these constructions, other, more directly related to our results, will be discussed in the
next section.

A trapdoor commitment scheme (sometimes also called chameleon commitment), is a
commitment scheme with associated a pair of public and private keys (the latter also called
the trapdoor). Knowledge of the trapdoor allows the sender to open the commitment in
more than one way (this is often referred to as the equivocality property). On the other
hand, without knowledge of the trapdoor, equivocality remains computationally infeasible.
When the commitments computed by means of a trapdoor are distributed exactly as real
commitments then the trapdoor commitment scheme is unconditionally hiding. Trapdoor
commitments have been shown to exist under the assumption that one-way functions
exist [98].

An eztractable commitment (also known as commitment scheme with eztractability)
is a commitment scheme where we allow the existence of a secret key whose knowledge
permits to extract the message stored in the commitment. At the same time, without
knowledge of the secret key, the message remains (computationally) hidden.

Finally a universally composable commitment is a commitment scheme with the very
useful property that — informally — even if one concurrently composes it with any other
protocol, the security of the commitment scheme is preserved. Universal composability
is a very strong notion, which, for the case of commitment schemes, seems to require
concurrent non-malleability and extractability.

The first construction of a universally composable commitment scheme has been pre-
sented in [62] and it has been later improved in [63] and in [83].

5.1 Our algorithmic solution: Hybrid trapdoor commitments

In [66], we introduce the notion of a hybrid trapdoor commitment scheme. Informally
a hybrid trapdoor commitment scheme is a general commitment primitive with commit-
ment parameters generation algorithms HGen and HTGen. If the commitment parameters
are obtained as the output of HGen then the resulting scheme is an unconditionally bind-
ing commitment scheme, while if the parameters are generated by HTGen the produced
scheme is actually a trapdoor commitment scheme. Moreover, as for mixed commitments,

no polynomially bounded adversary, taking as input only the (public) commitment pa-
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rameters, should be able to tell the difference between keys generated from HGen and keys
produced by HTGen.

Notice that the notion of hybrid trapdoor commitment may look very similar to that
of mixed commitment. There is a crucial difference however. Depending on the way the
parameters are generated a mixed commitment can be either an extractable commitment
or a trapdoor commitment. In our case, on the other hand, we require only that the
commitment is either unconditionally binding or a trapdoor commitment scheme.

Mixed commitments have been introduced to construct universally composable com-
mitments and indeed Damgéard and Nielsen proved that it is possible to construct a univer-
sally composable commitment from a mixed commitment where the number of F-keys over
the total number of keys is negligible and that the number of X-keys over the total number
of keys is almost 1. Interestingly, a recent result by Damgard and Groth [83] shows that
universally composable commitments imply key exchange and, when implemented in the
shared random string model, they imply oblivious transfer. Therefore it seems unlikely
that universally composable commitments can be implemented from one-way functions
only. In [66], on the other hand, we show that hybrid trapdoor commitments can be
constructed from any one-way function.

To improve on efficiency we then turn our attention to specific number-theoretic con-
structions and we propose three different implementations. The first one is very efficient
and relies on the Decisional Diffie-Hellman assumption. The remaining two are based on
Paillier’s [154] Decisional Composite Residuosity Assumption (DCRA for brevity). In-
terestingly the DCRA-based solutions enjoy the extractability property and turns out to
be mixed commitment schemes. In particular our first DCRA-based solution is very effi-
cient and it is actually slightly more efficient than the two implementations proposed in
the literature. Our construction of hybrid trapdoor commitments that are based on the
Diffie-Hellman assumption are much more efficient than the known constructions of mixed

commitments.

Stronger extensions. We study some stronger extensions of hybrid trapdoor commit-
ments. In particular we show how to build hybrid simulation-sound trapdoor commitments
and hybrid multi-trapdoor commitments from the sole assumption that one-way functions
exist. Moreover, we present some practical implementations based on number-theoretic
assumptions.

In this paper we show that multi-trapdoor commitment schemes are actually equivalent
to digital signatures which are secure with respect to generic chosen message attack.
Informally in a generic chosen message attack the adversary can obtain signatures only
on a list of messages chosen before the public key of the signer is published. This is
clearly a weaker notion with respect to the standard one where the adversary is allowed to
choose the messages adaptively. Since SSTCs are actually equivalent to standard secure
signatures, from a practical point of view, our result further clarifies why the known
(practical) implementations of multi-trapdoor commitments are more efficient than the
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corresponding implementations of SSTC.

Techniques. The construction of a hybrid trapdoor commitment scheme, consist in pro-
ducing a scheme that is a trapdoor commitment scheme for some commitment parameters
while it is an unconditionally binding commitment scheme for other commitment param-
eters. We stress that the two distributions of the commitment parameters are indistin-
guishable. Once we achieve this result, we combine the basic hybrid trapdoor commitment
scheme with a tag-based simulation-sound trapdoor (resp., multi-trapdoor) commitment
scheme. This is based on a parallel execution of the two commitment schemes, thus ob-
taining a hybrid tag-based simulation-sound trapdoor (resp., multi-trapdoor) commitment
scheme. We finally stress that the results of [83] actually achieve hybrid trapdoor com-
mitments based on one-way functions only, even though this is not explicitely formalized
and claimed in their work.

Applications. The main contribution of [66] is to show how to use the different variants
of hybrid trapdoor commitments to achieve the following results.

1. Using hybrid trapdoor commitments we show how to construct 3-round concurrent
zero-knowledge proof systems, in the shared random string model, for all NP lan-
guages. We give a construction based on the existence of any one-way function and
an efficient construction that is based on the DDH assumption. These results im-
prove the computational soundness achieved in a previous result by Damgard [81] in
the sense that ours are actually zero-knowledge proofs rather than zero-knowledge
arguments.

2. Using either hybrid SSTC or hybrid multi-trapdoor commitments we show how to
construct an unbounded simulation-sound zero-knowledge proof system in the com-
mon reference string model. This improves the recent results of [105,137] where
similar results were presented for unbounded simulation-sound zero-knowledge ar-
guments (rather than proofs).

5.2 Our algorithmic solution: Non-Malleable Commitments

In some application scenarios, one wants to be able to guarantee that an adversary A,
playing as a receiver in an execution in which a honest committer commits to message
m, is not able to commit to a related value m to a honest receiver in another execution
in which A plays as a committer. It is easy to observe that the hiding property does
not guarantee this extra property. This type of adversary is called a man-in-the-middle
adversary (as the adversary plays in between two honest players). Commitment schemes
secure with respect to these attacks are called non-malleable commitments.

Two notions of non-malleable commitments have been considered in the literature. A

commitment scheme that is mon-malleable with respect to commitment guarantees that
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no polynomial-time man-in-the-middle adversary A can commit to a message m that is
related to the message m committed by the honest committer. Instead, a commitment
scheme that is non-malleable with respect to decommitment (also known as non-malleable
with respect to opening) guarantees that after the commitment phase, no polynomial-
time man-in-the-middle adversary A, observing the decommitment to m of the honest
committer, can decommit its commitment to a message m that is related to m.

The need to design non-malleable cryptographic primitives has been first pointed out
in the seminal paper by Dolev, Dwork and Naor [93] who also gave constructions for
non-malleable encryption, non-malleable zero-knowledge proofs and non-malleable com-
mitments. The constructions for non-malleable zero-knowledge and non-malleable com-
mitments of [93] required O(log k) rounds, where k is the security parameter. Subsequently,
assuming the existence of some trusted parameters, non-malleable commitments were con-
structed in [80, 83,90, 101]. The commitment schemes in [80,101] are non-malleable with
respect to decommitment.

The first constant-round non-malleable commitment scheme in the standard model
(i.e., without setup assumptions) has been given by Barak [23] under the assumption of the
existence of trapdoor permutations and hash functions that are collision resistant against
sub-exponential-time adversaries. Pass and Rosen [157] reduced the assumption to the
existence of hash functions that are collision resistant against polynomial-time adversaries
and gave two different schemes: one that is non-malleable with respect to commitment
and one that is non-malleable with respect to decommitment.

More recently, Pass and Rosen [156] have considered concurrent man-in-the-middle
attacks (cMiM attacks). In such an attack, the adversary is not restricted to be active in
only one execution as receiver and in only one execution as committer. Instead the ad-
versary can open any polynomial number of sessions. Instead the adversary can be active
in any polynomial number of executions as a receiver and as a committer. A commit-
ment scheme that is secure against cMiM attacks is called concurrent non-malleable. As
before, we can have two notions of concurrent non-malleable commitment schemes: con-
current non-malleable commitment schemes with respect to commitment and with respect
to decommitment. Pass and Rosen [156] showed that the constant-round scheme that is
non-malleable with respect to commitment of [157] is actually concurrent non-malleable
with respect to commitment. This implies that security is guaranteed if the commitments,
but not the decommitments, are concurrently executed. They leave as an open problem
the construction of commitment schemes that are non-malleable with respect to decom-
mitment. We stress that the concurrent non-malleability of the construction of [156] relies
on the assumption that commitments and decommitments do not overlap in time. We
retain this assumption in our constructions. We stress that this assumption still allows
one to use such commitment schemes in some of their main applications as auctions and
voting (where first all parties send their hidden bids/votes, and only in a second stage
they are decommitted).

We also remark that the recent work of Barak, Prabhakaran, and Sahai [25] could be
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used to construct concurrent non-malleable commitments. Unfortunately the [25] protocol
requires a poly-logarithmic round complexity that is worse than the round complexity of
the protocol of [156]. The recent work of Barak, Prabhakaran, and Sahai [25] could be used
for non-malleable commitments but it would require a poly-logarithmic round complexity.

Our results. The main result of [152] consists in the construction of a constant-round
commitment scheme that is concurrent non-malleable with respect to both commitments
and decommitments. This implies that security is preserved when polynomially many
commitment phases are concurrently executed and when polynomial many decommitment
phases are concurrently executed. This solves an open problem of [156]. We follow [156] in
that concurrent non-malleability is guaranteed only if commitments and decommitments
do not overlap in time. Notice that a construction of a constant-round concurrent non-
malleable commitment in which commitments and decommitments can be interleaved
would also give constant-round concurrent (non-malleable) zero knowledge, solving one of
the major open problems in the area. The [25] construction could be used with interleaving
commitments and decommitments, but as we stressed above the round complexity is not
constant.

Our construction builds and extends multiple techniques. In particular, our construc-
tion uses the perfect NMZK argument of knowledge of [156-158] but in a critically differ-
ent manner in which it is used in [156,157]. Indeed, whereas in [156,157] the statistical
NMZK argument of knowledge is simply combined with a (potentially malleable) commit-
ment scheme and a signature scheme, to achieve security in a concurrent setting we also
employ a technique by Feige [99] and a more sophisticated rewind technique. Furthermore,
the simulator used by [156, 157] works in a straight-line fashion including non-black-box
techniques. Our result, instead, combines the straight-line simulation with a new rewind-
ing simulation that still avoids the well known problems of using rewinds in concurrent
settings [95]. Our approach also includes and extends some of the techniques developed
for building concurrent NMZK in the bare public-key model [153].

We also show that it is possible to have non-malleable commitments with respect to
commitments that are not statistically binding by giving a constant-round construction.
This is in contrast with [157] that states that this notion only makes sense with respect
to statistically binding commitments.

5.2.1 Applications to auctions

The sealed-bid auction is one of the most important type of auctions. Here we have n par-
ties each one of which writes his bid in a envelope, seals it and sends it to the auctioneer.
Once all bids have been received, or once the deadline has passed, the auctioneer opens
the envelopes and the highest bidder wins the auction. It has been often suggested that
commitments might be used for a digital implementation of a sealed-bid auction. Specifi-
cally, each party committs to its bid and once the deadline has passed, commitments are
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open. It is then important that commitments are concurrently non-malleable. Indeed,
first of all, one would like to guaranteed that the bids are independent from each other:
the malleability property. At the same time, one must guarantee that this independence
property also holds for the case in which the bidders are not synchronized but rather each
of them starts his commitment independently from the other.

33



6 Secret sharing

In threshold secret sharing, a secret is shared amongst n participants and can only be
reconstructed by more than ¢ of them together. Such schemes have found numerous appli-
cations such as key escrow, distributed file storage and distributed computation. However,
in threshold schemes, all participants play an equal role and cannot be distinguished ac-
cording to trust or authority, whereas in many real-life situations, hierarchies are required.
Consider an example from the military. Let the secret be the “nuclear button” of a country
and suppose that it can only be accessed by two ministers, or a minister and a general,
but not by two generals. In this case, a 2-out-of-n threshold scheme is clearly not suitable,
since any two generals could pool their shares together to bypass access control. Secret
sharing schemes that take into account hierarchies were the first non-threshold schemes
considered in the literature.

We investigate the multiplicativity of hierarchical schemes. Multiplicativity allows par-
ticipants, holding shares of two secrets s and s’, to privately compute shares of the product
ss’ without revealing the original secrets. Strong multiplicativity further guarantees that
in the presence of an adversary, honest participants can still compute such shares. A
simple solution for multiplication of secrets exists for the Shamir threshold scheme. In
general, however, it is not known how to efficiently construct a strongly multiplicative lin-
ear secret sharing scheme (LSSS) with the desired non-threshold access structure. Thus,
we tackle a more specific problem and prove strong multiplicativity for a class of access
structures.

Strongly multiplicative schemes turn out to be useful even outside the context of mul-
tiplying secrets, since they are resistant to errors in shares. Although in any LSSS with
a Qs access structure, the secret is uniquely determined even if the shares submitted by
corrupted participants contain errors, it is not known how to locate such errors efficiently.
An efficient secret reconstruction algorithm is only known for strongly multiplicative LSSS.
This implicit “built-in” verifiability makes strongly multiplicative schemes an attractive
building block for secure distributed computation.

In [123], we have proposed two different solutions for obtaining strong multiplication
in the hierarchical threshold setting. Some of our constructions achieve robustness against
the strongest possible adversary. These schemes are not ideal but have a reasonable
information rate for hierarchies with few levels. We also propose ideal constructions which
are strongly multiplicative under somewhat stronger, but still feasible assumptions. In
particular, we have proposed a modification that improves the multiplication properties of
the scheme. Our results are not tight and it is possible that better bounds can be obtained
by more careful analysis. However, we have proven the modified scheme to be optimal
with respect to the most crucial property—the number of required top-level participants.

The modified ideal scheme has a randomized identity allocation strategy with failure
probability p = ©(1/q), which is a safe bet for large field sizes g. Still, for the original con-
junctive and disjunctive constructions, the author also proposed a deterministic allocation
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strategy, which has zero failure probability if the field is sufficiently large. The strategy
allocates identities in a monotone fashion, so participants from higher levels get “smaller”
field elements. It would be interesting to verify if the deterministic strategy also applies
for the new scheme.
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7 Distributed Oblivious Transfer

Introduced by Rabin in [161], and subsequently defined in different forms [47,97], the
oblivious transfer (OT, for short) has found many applications in cryptographic studies
and protocol design. Basically, such a protocol enables one party to transfer knowledge
to another in an “oblivious” way. Rabin’s definition, for example, enables a Sender to
transmit a message to a Receiver in such a way that the Receiver with probability %
gets the message while, with the same probability, she does not, and the Sender does not
know which event has occurred. Rabin showed how this transfer can be used in order
to exchange secrets, and subsequently several other researchers have shown some useful
applications of this concept. The protocol proposed by Rabin was later strengthened in
[100].

The second OT definition was given in [97]. In this form, the Sender has two secrets
and the Receiver is interested in one of them. After the execution of the protocol, the
Receiver gets the secret she wishes to recover, obtaining at the same time no information
on the other, while the Sender does not know which secret the Receiver has recovered.
The author of [97] showed a first application to signing contracts.

The last and more general form of OT was introduced in [47], under the name of
all-or-nothing Disclosure of Secrets, even if the same concept was born in an artificial
intelligence context [180], under the name of multiplexing. Here the Sender has n secrets
and the Receiver is interested in one of them. After the execution of the protocol, the
Receiver gets the secret she wishes to recover, obtaining at the same time no information
on the others, while the Sender does not know which secret the Receiver has recovered.

All these forms were shown to be equivalent [48,49,79], and Kilian in [127] showed
that the OT is a complete primitive, in the sense that it can be used as a building block
for any secure function evaluation (multi-party computation).

A variety of slightly different definitions and implementations can be found in the
literature as well as papers addressing issues such as the relation of the OT with other
cryptographic primitives, the assumptions required to implement such a concept, reduc-
tions among “more complex” forms of OT to “simpler ones” and applicative environments
(e.g., [32,49,78,79,84,86,87,92,109, 112, 146], just to name few examples).

In the literature there are many papers that address problems related to 1-out-of-n
distributed oblivious transfer. In [29], for example, the authors show how to distribute a
function between several Servers, in such a way that a user can compute the function by
interacting with the Servers; the Servers cannot find out which value of the function the
user computes, but the user can compute the function in more than one point. Another
very close area is represented by PIR (Private Information Retrieval) schemes, introduced
in [75]. A PIR scheme enables a user to retrieve an item of information from a public
accessible database in such a way that the database manager cannot figure out from
the query which item the user is interested in. However, the user can get information
about more than one item. On the other hand, in SPIR (Symmetric Private Information
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Retrieval) schemes [108], the user can get information about one and only one item,
i.e. even the privacy of the database is considered. In PIR and SPIR schemes, the
emphasis is placed on the communication complexity of the interaction of user and Servers.
Notice that a SPIR Scheme can be seen as a communication-efficient 1-out-of-n oblivious
transfer scheme and the protocols given in [108] represent the first 1-round distributed
implementation of 1-out-of-n oblivious transfer. However, the main differences between
the model we are going to consider and (information theoretic) SPIR schemes are that
in SPIR schemes the Receiver communicates with k out of k Servers in order to retrieve
an item while in our setting the Receiver can choose k out of m Servers, where k < m.
Moreover, in SPIR schemes, the security of the Sender against coalitions of Receiver and
Servers is not of concern. Other PIR papers of interest, for the distributed OT scenario
we consider, are [31,89,107].

Rivest’s model in [164], where a trusted initializer participates only during the set up
phase of the system (see also [42]), provides a very close setting to the one described in
[145]. A paper which deals with distributed oblivious transfer implementations, close to
the setting introduced in [145] (but not unconditionally secure) is [173]. Finally, uncon-
ditionally secure distributed oblivious transfer schemes for general access structures have
also been studied in [139].

In our constructions we use secret sharing schemes. Secret sharing schemes were intro-
duced in 1979 by Blakley [35] and Shamir [166], and have been extensively studied during
the last years. The reader can find an introduction in [172] and references to the literature
in [171].

7.1 Applications

Distributed Oblivious Transfer Protocols have several interesting applications and connec-
tions with other cryptographic protocols. Let us quickly describe some of them.

Privacy Preserving Auctions and Mechanism Design [146]. The notion of DOT
was introduced in [145] to improve the protocol of [146]. More precisely, in that protocol,
there are three parties: an auctioneer, many bidders, and an agency supporting the auc-
tion. The auctioneer advertises the auction and its rules. The bidders submit their bids
in “encrypted form” to the auctioneer, and the auctioneer, with the help of the agency,
can compute the winner of the auction in such a manner that the privacy of the bidders
(i.e., non-essential information about their own bids) is preserved. The weak point of the
protocol is that if the auctioneer and the agency collude, then the privacy of the bids is
lost. In order to strengthen the protocol, the agency can be split in two parts: a central
agency, that operates only in a set up phase, and m Servers, with which the auctioneer
communicates in order to compute the auction. In this case the auctioneer needs to collude
with &k out of the m Servers in order to violate the privacy of the bidders. The impossibility
result for one-round (k,m) protocols private against a coalition of £k — 1 Servers and the
Receiver in this setting means that the highest degree of privacy sought for in [146] with
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this approach cannot be achieved. On the positive side, the two-round protocols can be
applied to this framework but the communication pattern changes and some more details
must be taken into account.

Symmetric Private Information Retrieval. Distributed Oblivious Transfer protocols
have connections with symmetric private information retrieval schemes [108]. A PIR
scheme [75] enables a user to retrieve an item of information from a public accessible
database in such a way that the database manager cannot figure out from the query
which item the user is interested in. However, the user can get information about more
than one item. On the other hand, in SPIR (Symmetric Private Information Retrieval)
schemes [108], the user can get information about one and only one item, i.e. even the
privacy of the database is considered. In PIR and SPIR schemes, the emphasis is placed
on the communication complexity of the interaction of user and Servers. Therefore, a SPIR
Scheme can be seen as a communication-efficient 1-out-of-n oblivious transfer scheme. The
main differences between the model we have considered and (information theoretic) SPIR
schemes are that in SPIR schemes the Receiver communicates with k out of k Servers in
order to retrieve an item while in our setting the Receiver can choose k out of m Servers,
where k& < m. This property is useful since it guarantees a sort of Robustness for the SPIR
scheme, in the sense that even if some Server crashes, the item can still be retrieved by the
user by means of the other available ones. Hence, a communication-efficient threshold DOT
scheme realizes a robust SPIR scheme. Another important difference is that in information
theoretic PIR and SPIR schemes the database is replicated among the Servers. Hence,
every Server knows the content. In our model only a k-subset of Servers can reconstruct
the database.

Another interesting relation of the DOT model we have studied is with information
theoretic PIR schemes with preprocessing [31]. The set up phase performed by the dealer
can be seen as the preprocessing stage performed by the database owner in [31]. The
combinatorial constructions we have shown are communication-inefficient but they require
trivial computation for the Servers, once the scheme has been set up.

Just to emphasize the connection, notice that, using the DOT constructions we can set
up a robust unconditionally secure symmetric private retrieval scheme. The database D is
simply distributed by the owner among m Servers, according to the (k,m)-DOT scheme
for n secrets.

7.2 Our Algorithmic Solutions

In [41] we have studied unconditionally secure distributed oblivious transfer protocols. Let
us define the model we are going to consider. We assume that the Sender holds n secrets
and the Receiver is interested in one of them. Hence, we are concerned with a 1-out-of-n
distributed oblivious transfer.

In the distributed setting, the Sender S does not directly interact with the Receiver R
in order to carry out the oblivious transfer. Rather, he delegates m Servers to accomplish

38



this task for him.

SET-UP PHASE. Let m and k be two integers such that 1 < & < m. Let Si,...,S5, be
m Servers holding programs Py, ..., P,, respectively. The Sender S generates m data
D1q,..., Dy, and, for e = 1,...,m sends, in a secure way, the data D; to Server 5.

OBLIVIOUS TRANSFER PHASE. The Receiver R holds a program R and a sequence of
random bits D which enables her to interact with a subset {S;,,...,S;, } of the Servers
at her choice. Using the knowledge acquired by exchanging messages with the Servers,
‘R recovers the secret in which she is interested, but receives no information on the other
secrets. At the same time, no subset of k — 1 Servers, gains any information about the
secret she has recovered!. More precisely, a distributed (k, m)-DOT- (711) must guarantee:

1. Correctness. If the Receiver gets information from k out of the m Servers, she can
compute the secret.

2. Receiver's Privacy. No coalition of less than k Servers gains information about which
secret the Receiver has recovered.

3. Sender’s Privacy w.r.t. k — 1 Servers and the Receiver. A coalition of the Receiver
with k — 1 dishonest Servers does not get any information about the n secrets.

4. Sender’s Privacy w.r.t. a “Greedy” Receiver. Given the transcript of the interaction
with k£ Servers, the Receiver should gain information about at most a single secret,
and no information about the others. This property should be satisfied even if the
Receiver, once has computed a secret, colludes with k& — 1 dishonest Servers.

A sequence of programs (assigned to the Sender, the Servers and the Receivers) is said
to private for (k,m)-DOT-(7) if all the above conditions are satisfied.

A sequence of programs is said to be a strong (k, m)-DOT- (7;) if it is correct, private
and satisfies the following:

1. A dishonest R, interacting with a subset Y of k Servers, can recover a secret. Then,
even if she colludes with a subset X of k—1 dishonest Servers, by putting together the
information they possess and the transcript of the previous interaction, the coalition
does not get any information about other secrets.

Notice that, in [145], properties 3. and 4. are only guaranteed with respect to a thresh-
old t and a threshold ¢, respectively, which should be as close to k as possible.

We study unconditionally secure distributed oblivious transfer protocols, introduced in
[145] in order to strengthen the security of protocols designed for electronic auctions [146].

Let W = Wy x --- x W, be the set of all possible sequences of n secrets, and let
T ={1,...,n} be a set of n indices. We will represent the data W, T, Dy,..., D,,, and

! Along the same line of [145], we assume the existence of an external mechanism which guarantees that
the Receiver can contact no more than k Servers. This issue is independent of the distributed oblivious
transfer scheme. The reader is referred to [145] for some techniques to solve the problem.
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Dg, by the random variables W, T, Dy, ..., D,,, and Dgr. A basic tool used for proving
our results is Information theory and, specifically, the entropy function, denoted by H(-).
The reader is referred to [76] for details.

As for the server memory storage, in the above model, we have shown that in any
correct and private (k,m)-DOT- (’f) scheme, for any subset X C {1,...,m}, where 1 <
|X| <k, it holds that each server has to store at least H(W) bits.

Furthermore, in order to properly execute a Setup phase, the Sender needs at least
kH(W) random bits, since if |X| = k, then H(Dy,...,D,,) > H(Dx) > kH(W). Such
lower bound is tight since we provide a DOT protocol using exactly the amount of ran-
domness described.

When we consider the communication complexity of correct and secure (k, m)-DOT-
(Tll) schemes, we can show that:

e Interaction Receiver-Server. The Receiver and a Server need to exchange at
least H(W;) bits.

e Interaction Receiver-Servers. The Receiver and Servers Sx, where |X| = k,
need to exchange at least k- H(W,;) bits.

We have considered one-round DOT schemes, i.e., schemes in which the interaction
between the Receiver and Server S; is given by a query ();, sent by the Receiver, and an
answer A;, sent by S;. Hence, for any X C {1,...,m}, the transcript Cx = (Qx, Ax).

In this case, we have shown that in any one-round protocol for (k, m)-DOT- (’f), for
any subset of k — 1 indices X C {1,...,m}, for any sequence of possible queries ) x and
corresponding answers Ax, and for any j ¢ X, an adversary, given only D; and (Qx, Ax),
can compute all the secrets. In other words, there does not exists any one-round strong
(k,m)-DOT-() scheme.

On the other hand, if we consider implication-free secrets, i.e., for any 4, j, where i # 7,
the entropy H(W;|W;) > 0, or, in other words, secrets might be related but implications
are not present, we can show that in any correct and private one-round (k, m)-DOT- (71‘)
scheme, it holds that:

H(Dpg) > (k—1)H(T).

Two one-round protocols for (k,m)-DOT- (?) have been proposed? in [145]. The first
one uses sparse bivariate polynomials. The second one uses fully bivariate polynomials.
Both constructions of (k, m)-DOT- (?) use, as a building block, a sub-protocol from which
a dishonest Receiver can infer at most a linear combination of the secrets held by the
Sender. The (k,m)-DOT- (%) protocol is then obtained by composing in a certain way
multiple instances of the sub-protocol.

2Notice that, a (k,m)-DOT- (f) can be used as a black box to set up “more complex” oblivious transfer
protocols in the same distributed model (see [49,84,92] for unconditionally secure reductions). In this
case, any improvement in the design of the available (k,m)-DOT-(?), implies directly an improvement of
the performance of the more complex protocols.
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In [41] we describe one-round (k,m)-DOT-(’f) oblivious transfer protocols, which gen-
eralize and strengthen the one-round (k,m)—DOT—@) protocols proposed in [145]. We
assume that 1 < £ < m, and implement our protocols over the finite field Fj,, where
p > max{m,n} is prime. We further give some combinatorial constructions for dis-
tributed oblivious transfer. Some of these constructions require trivial computations once
the scheme has been set up by the Sender. The one-round protocols meet the lower bound
on the number of random bits the Receiver must use to set up the queries, described above.
However, they are not so efficient in terms of Server memory storage and communication
complexity.

It is possible to gain in terms of privacy and efficiency of computations if we allow one
more round of interaction between the Receiver and the Servers.
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8 Web-Service Security

Web Services technology [18] is often presented as an efficient solution to the increasing
request for flexible connection and dynamic cooperation of distributed systems over the
Internet. More in general, such technology offers a new set of standards and techniques
which has having a very significant impact on IT organizations and is collecting a large
amount of interest concretized in common research projects and money investments. In-
deed, interoperability, cross platform communication, and language independence are only
a part of the appealing characteristics of Web Services. The standardization and the flex-
ibility introduced by Web services in the development of new applications translate into
increased productivity and gained efficiency. Development costs are also reduced since the
use of standard interfaces, enabling the integration among applications and the reuse of
existing solutions, may shorten the total development cycle.

Actually there are many examples in which Web Service technology has been employed,
typically in enterprise application integration, development of B2B integration initiatives
and Service Oriented Architecture projects.

Web Services technology provides software developers with a wide range of tools and
models to produce innovative distributed applications. Interoperability, cross platform
communication, and language independence are only a part of the appealing characteristics
of Web Services.

Furthermore, the challenges of fast growing and fast evolving business processes lead
to a higher level of interactions and to the need of applications integration across orga-
nizational boundaries. Services are no longer designed as isolated processes, but to be
invoked by other services and to invoke themselves other services. This paradigm is often
referred to as Service-Oriented Computing (SOC) [155]. Two different approaches can
be considered: service orchestrations, i.e., there is one particular service that directs the
logical order of all other services, and service choreographies, i.e., individual services work
together in a loosely coupled network [134].

Interactions should be driven by explicit process models. Therefore, the need of lan-
guages to model business process arises in particular for processes implemented by Web
Services. Recently, many languages have been proposed, such as BPML [61], XLANG
[14], WSCI [13], WS-BPEL [121], WS-CDL [12]. Among these, the Business Process Ex-
ecution Language for Web Services (WS-BPEL) has emerged as the de-facto standard
for “enabling users to describe business process activities as Web services and define how
they can be connected to accomplish specific tasks” [121]. However, whereas security and
access control policies for normal Web Services are well studied, Web Services composition
still lacks a standard tool to validate the orchestration of processes, in terms of providing
integrity and authenticity of the computation.
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8.1 Secure metering schemes

As soon as companies provide business services and release new products and tools Web
services enabled, a problem which in our opinion will become more and more challenging,
is the need of methodologies to accurately measure the number of accesses to a given
service. Metering techniques have been developed in the context of measuring accesses
to Web pages, where it is important to have a statistics on the exposure of advertising
[102, 144]. Recently, several directions for designing efficient and secure metering schemes
have been proposed. Many proposals are based on various cryptographic techniques, as
secure function evaluations, threshold cryptography, and secret sharing. For instance, see
[27,128,150].

In the context of Web services usage, such metering techniques can be helpful in the
development of new business models, where an audit agency is in charge of registering
clients accessing the services, and of paying the servers claiming for payment, after that a
valid proof of the number of serviced requests is presented. In metering schemes, a proof
is a value that the server can compute only if a fixed number of clients have visited it or
a client has visited it a certain number of times. Such a value is sent to the audit agency
at fixed time intervals.

The widespread use of Web Service for providing business level solutions put a great
emphasis on security issues of the developed applications. The goal is to provide software
developers with standard security techniques, enabling the creation of business models in
which service providers get paid for the offered resources. In this sense, it is important
to combine authentication techniques with mechanisms which allow to count the number
of accesses for a given service in a secure way. Up to a few years ago, the most diffused
approach for handling authentication credentials was to use custom SOAP headers to
transmit user credentials. In last years, many supplemental standards for guaranteeing
security features in Web Services have been proposed and collected under the WS-Security
specification [142]. This specification (whose last version has been released at the beginning
of the 2006) is the result of the work by the OASIS Technical Committee [148] and proposes
a standard set of SOAP extensions that can be used when building secure Web services to
provide confidentiality (messages should be read only by sender and receiver), integrity and
authentication (the receiver should be guaranteed that the message is the one sent by the
sender and has not been altered), non repudiation (the sender should not be able to deny
the sending of the message, and compatibility (messages should be processed according to
the same roles by any node on the path message). Such mechanisms provide a building
block that can be used in conjunction with other Web service extensions and higher-level
applications to accommodate a wide variety of security models and security technologies.
Some other related standard proposals are also available, such as SAML [1], XKMS [2],
and so on. Each proposal refers to a particular aspect of securing the information flow and
protecting the data exchange between the client and the service provider. Although WS-
Security (as well as the other secure related specification) is relatively new, only recently,
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it has been widely adopted and (almost) completely supported by multiple toolkits.

8.1.1 Our algorithmic solution

In [22], we consider the problem of implementing a secure, authenticated, and efficient
metering system. In [38] a Web Services-based framework is described that implements the
metering scheme presented in [39] for Authenticated Web Services. This implementation
is characterized by static invocations of the Web Services using custom SOAP headers to
provide authentication. We describe a novel implementation of the framework given in
[38], based on WS-Security. The SOAP header contains the authentication token which
can be used when accessing a restricted web service, where the authentication token is
embedded in the message using the mechanisms provided by WS-Security. We compare
our implementation with the one presented in [38] and analyze its performance. This
analysis shows that WS-Security is mature enough to provide a flexible and dynamic
layer to underlie complex and interactive applications which require security management,
without the need of developing ad-hoc solutions for each provided feature. Moreover, the
available implementations of the standard allow to solve standardization and compatibility
issues, achieving a completely standard and dynamic solution. In particular, we show how
WS-Security can be used to overcome the addition of customized information inside the
SOAP header to provide authentication in metering schemes.

Furthermore, we present a thorough performance analysis that display that the im-
plementation based on WSS performs better than the one presented in [38], despite the
latter provides a dedicated solution.

8.2 Validating orchestration of web services

A workflow describes the automation of a business process. During the process documents,
information, or roles are exchanged among actors in order to complete a task as specified
by a well-defined set of rules. In other words, a workflow is composed by a set of tasks,
related to each other through different types of relationships [106].

A workflow management system allows to define, create, and manage the execution of
a workflow through a software executing on one or more workflow engines. A workflow
manager interpreters the formal definition of a process, in order to interact with several
actors by managing states and tasks coordination.

Tasks, actors, and processes within the workflow can be designed as desired. We
focus on the Web Service technology and on WS-BPEL, the Business Process Execution
Language for Web Services. For a thorough overview of Web Services, we refer to [113].
WS-BPEL is an XML-based language for describing the behavior of business process based
on Web Services [121]. It provides activities, which can be either basic or structured. A
basic activity can communicate with the partners by messages (invoke, receive, reply),
manipulate data (assign), wait for some time (wait), do nothing (empty), signal faults
(throw), or end the entire process (terminate). A structured activity defines a causal
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order on the basic activities and can be nested in another structured activity itself. The
structured activities include sequential execution (sequence), parallel execution (flow),
data-dependent branching (switch), timeout-or message-dependent branching (pick), and
repeated execution (while). The most important structured activity is a scope. It links
an activity to a transaction management and provides fault, compensation, and event
handling. A process is the outmost scope of the described business process. For more
details about BPEL, we refer to [181], [103], and [126].

Nowadays, many implementations are available, such as Bexee [6], Oracle BPEL Pro-
cess Manager [9], BPEL Maestro [10], or iGrafx [8]. Among these, the ActiveBPEL im-
plementation [5] appears to be one of the most interesting solutions, as being open source
and freely available. ActiveBPEL is deployed as a servlet into Apache’s Jakarta Tomcat
container. It has extensive documentation and has been released by Active EndPoints into
the public domain under a Lesser Gnu Public License. It provides a full implementation of
the BPEL 1.1 specification. Moreover, Active EndPoints released two useful and powerful
tools: ActiveBPEL Designer and ActiveBPEL Enterprise. The former is a comprehensive
visual tool for creating, testing, and deploying composite applications based on BPEL
standard, and it is a plug-in to the Eclipse development environment [7]. The latter is a
complete BPEL engine, which provides many features to administrate BPEL processes.

8.2.1 Our algorithmic solution

In [37], we refer to the standard tool for providing integrity and authentication in net-
work interactions, i.e., cryptographic signatures. However, two different issues should be
considered when addressing this tool to provide security within Web Services interactions.
First, the number of signatures would grow linearly to the number of users and processes,
arising issues related to the size of certificate chains and bandwidth overhead. Second,
there could be applications requiring a specific order to perform processes.

To this aim, we address a recent cryptographic tool, aggregate signatures, first presented
by Boneh et al. [44]. Aggregate signatures allow to aggregate multiple signatures on
distinct messages into a single short signature. Furthermore, we consider a variant of this
primitive, in which the set of signers is ordered. This scheme is referred to as sequential
aggregate signatures and it has been presented by Lysyankaya et al.[136].

In [37], we present a framework which uses these two schemes to validate Web Services
orchestration, by requiring each partner to sign the result of its computation. In particular,
since Web Services interactions can either be performed in parallel or sequentially, we need
both schemes: when the computation is carried out in parallel, we use the “standard”
aggregate signature scheme presented in [44] and its sequential variant presented in [136]
to validate sequential workflow computation.

In our scenario, the orchestrator defines the workflow and describes Web Services
composition through BPEL. We want to ensure that:

1. The workflow has been correctly followed by the defined partners.
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2. The workflow has been correctly followed in the defined order.
3. The partners cannot repudiate their computation.

4. The partners can verify that their computation has been correctly inserted into the
workflow.

To this aim, we refer to the Aggregate Signature schemes as AS and to Sequential
Aggregate Signatures as SAS. We hereby propose a novel aggregate signature scheme as
the combination of the AS scheme in [44] and the SAS scheme in [136]. As stated above,
we need both schemes since composite Web Services execution can be performed either
in a parallel or in a sequential way. Therefore, we use SAS to sign messages sequentially
produced by the partners. Instead, whenever a parallel execution is performed, we use AS
to sign and combine produced messages.

When an orchestration includes both parallel and sequential executions, we need to
“map” SAS to AS, since the two signature schemes work on different fields.

At the end of the computation, we expect the Orchestrator to perform signature veri-
fication to check its correctness. However, since AS and SAS allow every user to perform
aggregate signature verification, every entity involved in the composition may verify that
its computation has been correctly inserted in the workflow.

To implement our scheme, it is necessary to modify the ActiveBPEL engine to support
signature operations. We address the WS-Security standard to represent information in a
standard way. In particular, we refer to the possibility of exchanging security data within
the BinarySecurityToken field in the message header. In fact, WS-Security provides to
developers the chance of defining new security tokens and store them as binary data into
the BinarySecurityToken field. In particular, it is possible to force the value type of the
token to respect an XML schema [11].

In order to add this security layer, we need to modify ActiveBPEL to allow intermediate
operations to be performed between services’ invocations. In fact, to the best of our
knowledge there is no BPEL engine supporting security features in the service composition.
Therefore, we need to modify the process deployment operation by introducing a sign
service to be invoked.
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