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Deliverable  D6.4.3  concerns  the  final  version  of  the  demo  application  AEOFORGE.  A 
demonstration will take place during the review meeting.

1 Introduction
AEOFORGE is a prototype of a „peer-to-peer sourceforge“: it allows users to share, 
control and manage software development.  The final version of AEOFORGE adds 
further functionalities to those already implemented thanks to the AEOLUS' partners 
contribution: among them compilation and execution of java projects stored on the 
forge.
AEOFORGE provides  its  users with a simple command line interface  to  access a 
distributed  file  storage where software  projects  are  hosted  to  be further  retrieved, 
edited, compiled or executed.
The  protoype  demo  software  server  component  runs  on  the  AEOLUS  testbed, 
together with the integrated external services.
The client component comes as a zip file the user must unzip on his local machine

AEOFORGE-Client.zip

The 3rd year review demo showed how to upload a project tarball file, download it, 
edit a project's file and store it back in the forge avoiding concurrent modifications. 
This year the same activities will be performed working on the testbed together with 
the newly introduced ones.

2 Release notes
In this chapter we provide a description of all changes related to this final version of 
AEOFORGE prototype.

• All services integrated in AEOFORGE to act as the server-side component run 
on the AEOLUS testbed

• JxtaSocket are used instead of JxtaBiDiPipe to avoid limitations on messages 
size

• All  communication  streams  among  components  are  buffered 
(BufferedInputStream and BufferedOutputStream instead of InputStream and 
OutputStream) increasing efficiency

• Latencies on sockets and I/O channels closures have been removed
• New AEOLUS project partners' contributions integrated

◦ SSOD
◦ Scheduler
◦ JXTACh

• New commands/functionalities added
◦ del
◦ find
◦ compile a Java project
◦ execute a Java project

• Project download and upload improved: all operations now run in parallel
• On upload failure projects partially uploaded are thoroughly removed from the 

storage
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3 AEOFORGE architecture
The  main  improvement  in  AEOFORGE  development  has  been  the  complete 
integration  with  the  AEOLUS  testbed.  All  services  bound  to  AEOFORGE 
functionalities  (exception  made  for  the  client  component  that  runs  on  end  users 
machines) are all testbed services and thus all serve, concurrently, the n user clients.
Figure 1 shows the actual setup of a testbed partition hosting services used by the 
AEOFORGE application:

• AEOFORGE service
◦ the server-side component that, together with the client, makes up the core 

of the AEOFORGE application
• STA

◦ the component in charge of assigning a unique and secure timestamp to all 
files under AEOFORGE control

◦ is made of
▪ 1 verifier node
▪ 1 registry node
▪ n authority nodes

• FS
◦ the file storage component

▪ made of
• 1 coordinator node that „coordinates“ the 
• n storage nodes hosting users' files

• SSOD
◦ Secure  Searching  on  Outsourced  Data,  to  search  among  AEOFORGE 

projects with a given research key
• Scheduler

◦  the component in charge of assign the compilation and execution tasks 
(later described) to the less loaded dedicated testbed node

• n compiler nodes
◦ testbed nodes dedicated to java sources compilation

• n executor nodes
◦ testbed nodes dedicated to java programs execution
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4 AEOLUS Project contributions included
This section briefly  describes  the role  of the services,  running on the testbed and 
developed by AEOLUS project partners, that have been integrated in AEOFORGE.

4.1 FS

FS services offer filesystem-like functionalities to AEOFORGE application so that all 
the  storage  offered  by  the  dedicated  nodes  (i.e.  storage  nodes)  appear  to  the 
application as a cumulative and distributed filesystem. AEOFORGE service contacts 
FS Coordinator each time a  read/write action must be performed not caring where the 
files are actually stored: the Coordinator service, being aware of all the nodes offering 
a  storage  area with  a  given capacity  and duration,  takes  the weight  of  filesystem 
operations off the AEOFORGE service receiving files and routing them to the node it 
decides being the best in terms of available storage space.

4.2 STA

Secure Timestamping Authority  services  have been integrated in  the AEOFORGE 
application to assign to each file stored on the forge a unique, and secure, timestamp. 
The  timestamp  is  updated  each  time  a  file  is  modified  to  avoid  concurrent 
modifications on files modified by different users. 

4.3 SSOD

Secure  Search  on  Outsourced  Data  services  have  been  integrated  to  allow  an 
AEOFORGE users to query the AEOFORGE projects database to search for a given 
project.
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4.4 Scheduler

Scheduler services have been integrated to manage compilation and execution tasks of 
java projects stored on AEOFORGE.
Some nodes of the testbed have been setup to act as java compilers and executors; 
Scheduler is aware of the current load on those nodes and their actual load limits so 
that when AEOFORGE Service needs to compile or execute a project the best choice 
is made on the basis of the Scheduler decisions. 

4.5 JXTACh

The JXTACh contribution is completely transparent to the end user as it consists in 
running the AEOFORGE service on a AEOLUS testbed partition replacing the JXTA 
rendezvous protocol implementation,  namely the loosely consistent  DHT, with the 
Chord algorithm to improve the JXTA rendezvous service performances.
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5 AEOFORGE setup
Assuming we have a running instance of the AEOLUS testbed we must perform few 
steps to setup the environment that will serve AEOFORGE clients' requests

5.1 the testbed

1 With  a  web  browser  follow  the  link  to  the  chosen  testbed  installation: 
http://aeolus.cs.upb.de

2 Follow the „Protected Area“ link providing the user credentials (username, 
password)

3 Click on “Create a New Partition” link on the left side menu
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4 Allocate one physical node for each of the following services:
• AEOFORGE Service
• FS Coordinator
• STA Verifier
• STA Registry
• SSOD Service
• SCHEDULER Service

5 Allocate one node, at least, physical or virtual for the following services
• AEOFORGE Compiler
• AEOFORGE Executor
• FS Storage
• STA Autority

6 Assign a name to the newly created partition and confirm your choices clicking 
on „Create the Partition“ button
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7 Manage the partition services with the left side menu

8 Upload all libraries and resources needed following the “upload a new file” link

9 Upload the following, provided within the client zip file, libraries:
• aeoforge.jar
• aeolus.jar
• aeolusShellExtension.jar
• bcprov-jdk14.jar
• cia.jar
• Cia_fat.jar
• ClientApi.jar
• commons-cli-1.1.jar
• commons-net-1.4.1.jar
• derby.jar
• derbytools.jar
• javax.servlet.jar
• jsch-0.1.41.jar
• junit-4.5.jar
• jxta.jar
• jxtashell.jar
• log4j-1.2.14.jar
• org.mortbay.jetty.jar
• ssod-aeolus-1.0.0.jar
• sta.jar
• TBAeolusScheduler.jar
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10 Upload the following, provided, configuration files:
• a_603_181.properties
• compiler_config.txt
• cramerShoup.parameters
• executor_config.txt
• log4j.xml
• mystorage_config.txt
• ssod.key
• sta0.staconfig
• staKeyStore.p12
• v0.stavconfig
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11 Start registering the services following the “Services/File” menu

12 Skipping the services that have been already registered follow the link “Add a 
new service”

and start adding the following services:
• it.unisa.aeolus.service.sta.STARegistryServiceImpl
• it.unisa.aeolus.service.sta.STAServiceImpl
• it.unisa.aeolus.service.sta.STAVerifierServiceImpl
• it.unisa.dia.gas.ssod.aeolus.service.SearchableStoreServiceImpl
• net.jxta.impl.shell.bin.aeoforge.compiler
• net.jxta.impl.shell.bin.aeoforge.executor
• net.jxta.impl.shell.bin.aeoforge.service
• net.jxta.impl.shell.bin.fs.coordinator
• net.jxta.impl.shell.bin.fs.my_storage
• net.jxta.impl.shell.bin.sched.TBAeolusScheduler.
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13 Assign the services to the nodes defined in steps 4 and 5: AEOFORGE Service, 
FS  Coordinator,  STA  Verifier,  STA  Registry,  SSOD  Service,  SCHEDULER 
Service  must  be  assigned  to  one  physical  node  each  while  AEOFORGE 
Compiler, AEOFORGE Executor, FS Storage, STA Autority must be assigned to, 
at least, one physical or virtual node

 

14 Assign uploaded libraries and configuration files to nodes:
• all nodes:

◦ aeolus.jar
◦ bcprov-jdk14.jar
◦ cia.jar
◦ Cia_fat.jar
◦ commons-cli-1.1.jar
◦ commons-net-1.4.1.jar
◦ javax.servlet.jar
◦ jsch-0.1.41.jar
◦ junit-4.5.jar
◦ jxta.jar
◦ jxtashell.jar
◦ log4j-1.2.14.jar
◦ org.mortbay.jetty.jar

• aeoforge.jar
◦ AEOFORGE Service
◦ Compiler
◦ Executor

• aeolusShellExtension.jar
◦ FS Coordinator
◦ FS Storage

• ClientApi.jar
◦ AEOFORGE Service

• derby.jar, derbytools.jar
◦ SSOD Service
◦ STA Registry
◦ STA Autority
◦ STA Verifier

• ssod-aeolus-1.0.0.jar
◦ AEOFORGE Sevice
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◦ SSOD Service
• sta.jar

◦ AEOFORGE Service
◦ STA Registry
◦ STA Autority
◦ STA Verifier

• TBAeolusScheduler.jar
◦ SCHEDULER

• a_603_181.properties
◦ AEOFORGE Service
◦ SSOD Service

• compiler_config.txt
◦ Compiler

• cramerShoup.parameters
◦ AEOFORGE Service
◦ SSOD Service

• executor_config.txt
◦ AEOFORGE Executor

• log4j.xml
◦ SSOD Service
◦ STA Registry
◦ STA Autority
◦ STA Verifier

• mystorage_config.txt
◦ FS Storage

• ssod.key
◦ AEOFORGE Service
◦ SSOD Service

• staKeyStore.p12
◦ STA Registry
◦ STA Autority
◦ STA Verifier

• v0.stavconfig
◦ STA Verifier

• sta0.staconfig (sta1.staconfig, 2, 3 etc...)
◦ STA Autority
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15 Apply changes

16 Restart the partition in the node management section
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5.2 the client
The  AEOFORGE-Client.zip file  contains  all  libraries  needed to  run an extended 
JXTA  Shell  that  acts  as  a  Command  Line  Interface  towards  the  AEOFORGE 
application. The shell is started executing a .bat file in Windows based machines or 
a .sh file in unix-like machines.
To configure the client, the end-user must:

• set its own environment  defining the variable JAVA_HOME or editing the 
.bat (or.sh) file setting the corresponding script variable

• set in the rdvs.txt file, located at the same path of the previously described 
files, the testbed Rendezvous Peer TCP address (e.g.: tcp://ipaddress:aport)

6 AEOFORGE APIs
This chapter provides a description for the AEOFORGE commands a user can issue 
from the AEOFORGE command line interface.

aeoforge.add

The user adds a file <filepath> to the project <projectname>.
When  the  AEOFORGE  server  receives  this  command  it 
obtains the file content from the client issuing the command, 
retreives the project descriptor stored on the forge, obtains a 
secure timestamp from the STA service, stores the file on the 
forge, updates the file descriptor, sends back an ack message 
to  the  client,  registers  a  new  task  with  the  SCHEDULER 
service, asks the SCHEDULER to assign a compiling task to 
one  of  the  registered  COMPILER  nodes,  asks  the  chosen 
COMPILER  node  to  compile  the  project,  on  compilation 
success  it  removes  the task from the SCHEDULER service 
and quits.
If  the project  doesn't  exist  or  the file is  already part  of the 
project a message is sent back to the client. If an error occurs 
on the server a message describing the cause is sent back to 
the client.

PARAMETERS

<projectname> unique name of the project

<filepath>
relative  path  to  the  file  (e.g.: 
"./myDir/MyClass.java")

aeoforge.ci

The user commits changes to a file <filepath> modified on the 
client machine. The file is part of the project <projectname>.
When  the  AEOFORGE  server  receives  this  command  it 
obtains  from  the  client  the  file  content  and  its  certificate 
containing the secure timestamp previously issued by the STA 
(e.g.: upload/add), retreives the project descriptor file, verifies 
the  certificate  via  the  STA  service,  obtains  a  new  secure 
timestamp to update the file certificate, stores the file on the 
forge, updates the project descriptor and stores it on the forge, 
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sends back an ack message to the client, registers a new task 
with  the  SCHEDULER  service,  asks  the  SCHEDULER  to 
assign a compiling task to one of the registered COMPILER 
nodes,  asks  the  chosen  COMPILER  node  to  compile  the 
project, on compilation success it removes the task from the 
SCHEDULER service and quits.
If the project doesn't exist or the file is not part of the project 
or  an  old  version  of  the  file  has  been  modified  (e.g.: 
concurrent modification) a message is sent back to the client. 
If an error occurs on the server a message describing the cause 
is sent back to the client.

PARAMETERS

<projectname> unique name of the project

<filepath>
relative  path  to  the  file  (e.g.: 
"./myDir/MyClass.java")

aeoforge.co

The user checks-out, for modifications, a file <filepath>. The 
file is part of the project <projectname>.
When  the  AEOFORGE  server  receives  this  command  it 
obtains  from  the  forge  the  file  content  and  its  certificate 
containing the secure timestamp previously issued by the STA 
(e.g.:  upload/add)  and  sends  both  to  the  client  issuing  the 
command.
If the project doesn't exist or the file is not part of the project a 
message is sent back to the client.  If an error occurs on the 
server  a  message  describing  the  cause  is  sent  back  to  the 
client.

PARAMETERS

<projectname> unique name of the project

<filepath>
relative  path  to  the  file  (e.g.: 
"./myDir/MyClass.java")

aeoforge.compile

The user downloads a .jar  file containing the compiled java 
project  <projectname>.  The file  will  be  downloaded on the 
[destDir] folder if provided, else it will be stored in the current 
client folder.
When  the  AEOFORGE  server  receives  this  command,  it 
retreives the project descriptor from the forge, retreives the jar 
file and sends it to the client where the file is stored.
If the jar file is not available due to errors in the compilation 
phase a message is sent back to the client describing the error. 
If the project has not been compiled after the last modification, 
but  an  old  version  of  the  jar  file  exists  both  the  jar  and  a 
message describing the error are sent back to the client. If the 
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project doesn't exist a message is sent back to the client. If an 
error occurs on the server a message describing the cause is 
sent back to the client.

PARAMETERS

<projectname> unique name of the project

[destDir] destination folder, optional

aeoforge.del

The  user  deletes  the  file  <filepath>  from  the  project 
<projectname>.  When the  AEOFORGE server  receives  this 
command  it  obtains  from  the  forge  the  project  descriptor, 
deletes  the  file  from the  forge,  updates  the  file  descriptor, 
stores it back on the forge,  sends back an ack message to the 
client,  registers  a  new task  with  the  SCHEDULER service, 
asks the SCHEDULER to assign a compiling task to one of 
the  registered  COMPILER  nodes,  asks  the  chosen 
COMPILER  node  to  compile  the  project,  on  compilation 
success  it  removes  the task from the SCHEDULER service 
and quits
If the project doesn't exist or the file is not part of the project a 
message is sent back to the client.  If an error occurs on the 
server  a  message  describing  the  cause  is  sent  back  to  the 
client.

PARAMETERS

<projectname> unique name of the project

<filepath>
relative  path  to  the  file  (e.g.: 
"./myDir/MyClass.java")

aeoforge.describe

The user asks the project <projectname> description.
When  the  AEOFORGE  server  receives  this  command,  it 
retreives the project descriptor from the forge and sends back 
to  the  client  the  list  of  the  files  together  with  their  current 
timestamps. If the project doesn't exist a message is sent back 
to  the  client.  If  an  error  occurs  on  the  server  a  message 
describing the cause is sent back to the client.

PARAMETERS

<projectname> unique name of the project

aeoforge.download

The user  downloads  the  whole  project  <projectname>,  as  a 
.zip file in the [destDir] folder, if provided, or in the current 
client folder.
When  the  AEOFORGE  server  receives  this  command,  it 
retreives  the  project  descriptor  from  the  forge,  reads  the 
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descriptor retreiving all the project files from the forge, creates 
the  .zip  file  maintaining  the  original  project  structure  and 
sends the archive content to the client. If the project doesn't 
exist a message is sent back to the client. If an error occurs on 
the server a message describing the cause is sent back to the 
client.

PARAMETERS

<projectname> unique name of the project

[destDir] destination folder, optional

aeoforge.execute

The  user  requests  the  execution  of  the  Java  project 
<projectname>  providing  the  full  name  of  the  Class 
<mainclass> containing the main() method.
The AEOFORGE server retreives the project descriptor from 
the forge, registers a new task to the SCHEDULER, asks the 
SCHEDULER to assign the task to an Executor node, sends 
the  chosen  Executor  the  project  descriptor  and  all  the 
parameters specified by the client. At the end of the execution 
it removes the task from the scheduler and quits. If the project 
doesn't exist a message is sent back to the client.

PARAMETERS

<projectname> unique name of the project

<mainclass>
full name of the class containing the main() 
method 
(e.g.:"mypackage.mysubpackage.MyClass")

aeoforge.find

The  user  requests  the  list  of  all  projects  loaded  on 
AEOFORGE.
When  the  AEOFORGE  server  receives  this  command, 
searches  for  all  the  projects  stored  on  the  forge  via  SSOD 
service  and sends  back  the  client  the  list  of  all  the  project 
names.
If an error occurs on the server a message describing the cause 
is sent back to the client.

aeoforge.noop
The user checks whether the AEOFORGE service is running.
When the AEOFORGE service receives this message it sends 
back an ack message.

aeoforge.quit
The user requests the AEOFORGE service shutdown.
When the AEOFORGE service receives this message it sends 
back an ack message and shuts down.

aeoforge.upload
The  user  uploads  a  new  project,  named  <projectname>  on 
AEOFORGE.
When  the  AEOFORGE  service  receives  this  command,  it 
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obtains  the .zip  file  content,  certifies  each file  via  the STA 
service,  stores  each  file  on  the  forge,  builds  a  project 
descriptor file, stores it on the forge, registers the project with 
the SSOD service,  sends back an ack message to the clien, 
registers  a  new  task  with  the  SCHEDULER,  asks  the 
SCHEDULER  to  assign  a  compilation  task  to  a  Compiler 
node,  asks the compilation to the chosen Compiler  node,  if 
compilation  succeeds  removes  the  task  from  the 
SCHEDULER and quits.
If an error occurs on the server,  all  file stored are removed 
from the forge and an error message is sent back to the client.

PARAMETERS

<tarballfilename.zip>
name  of  the  zip  file  containing  the 
project  files  to  be  uploaded  (.zip 
extension is mandatory)

<projectname> unique name of the project

6.1 Sequence Diagrams

In  this  section  we provide UML sequence  diagrams for  the  API described  in  the 
section above. In this diagrams the interactions among all the components involved 
are clearly depicted.
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6.1.1 add
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6.1.2 ci
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6.1.3 co

6.1.4 compile
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6.1.5 del
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6.1.6 describe

6.1.7 download
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6.1.8 execute

6.1.9 find
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6.1.10 noop

6.1.11 quit
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6.1.12 Upload
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